Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 21

Reporting Officer: Lawrence Mowery
Date: 15:40:18 11/17/22

Cell Phone Warrants

Case # 22-M09903
Date: 11/17/2022

Cn November 16, 2022, I applied for and was granted the following warrants for
the cell phone providers serving the area around 1122 Kings Road in Moscow,
Idaho:

AT&T

11760 U.S. Highway 1, Suite 300

North Palm Beach, FL 33408-3029

For a tower dump of all records and unique device/user identifiers pertaining to
Timing Advance, Real Time Tool (RTT), Location Database of Record (LocDBoR)
location information during the following listed dates, times and geographical
poundaries (distance from GPS points)

GPS Coordinates: 46.721%60, -117.010790 Distance from Location: 0.50 miles

Date: November 13, 2022 Time: 3:00 a.m - 5:00 a.m (PST)

This warrant was served at approximately 1009 hours via email atgldc@att.com

For the AT&T Call Detail Records (CDR) for the following phone accounts:

AT&T Wireless Number: 1278

ATST Wireless Number: (HINEEE-1224

AT&T Wireless Number: (NENENN-7846

This warrant was served at approximately 0822 hours via email atgldc@att. com

Verizon Wireless

Attn: Custodian of Records

180 Washington Valley Road

Bedminster, NJ 07921

For a tower dump or all records and unique device/user identifiers pertaining to
Timing Advance, Real Time Tool ( RTT), Location Database of Record ( LocDBoR)
location information during the following listed dates, times and geographical
boundaries (distance from GPS points)

GPS Coordinates: 46.721960, -117.010790 Distance from Location: 0.50 miles

Date: November 13, 2022 Time: 3:00 a.m - 5:00 a.m (PST)

And for the Verizon Call Detail Records (CDR) for the following phone accounts:
verizon Wireless Number: [N c41

Verizon Wireless Number: -3185
Verizon Wireless Number: -2881
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This warrant was served at approximately 0935 hours via fax 888-67-0026.

T-Mobile

Attn: Law Enforcement Relations Group

4 Sylvan Way

Parsippany, NJ 07054

lerinbound@T-Mobile. com

For a tower dump of all records and unique device/user identifiers pertaining to
Timing Advance, Real Time Tool (RTT), Location Database of Record ( LocDBoR)
location information during the following listed cdates, times and geographical
boundaries (distance from GPS points)

GPS Coordinates: 46.721960, =-117.010790 Distance from Location: 0.50 miles
Date: November 13, 2022 Time: 3:00 a.m - 5:00 a.m (PST)

This warrant was served at approximately 1029 hours via email
lerinboundGT-Mobile. com.

For the T-Mobile Call Detail Records (CDR) for the folleowing phone accounts:
T-Mobile Wireless Number: -—4818

T-Mobile Wireless Number: -4782

This warrant was served at approximately 0942 hours via emzil
lerinbound@T-Mobile. com

Inland Cellular

960 West Pullman Road

Moscow, Idaho 83843

For a tower dump of zll records and unigue device/user identifiers pertaining to
Timing Advance, Real Time Tool (RTT), Location Database of Record (LocDBoR)
location information during the following listed dates, times and geographical
boundaries (distance from GPS points):

GPS Coordinates: 46.721960, -117.010790 Distance from Location: 0.50 miles
Date: November 13, 2022 Time: 3:00 a.m - 5:00 a.m {PST

This warrant was served at approximately 1044 hours via email
tawnya€inlandcell. conm.

Det. Lawrence Mowery - 162
Thu Nov 17 15:40:23 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Thu Nov 17 18:26:47 PST 2022
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SUPPLEMENTAL NARRATIVE:
Supplement number: 22

Reporting Officer: Lawrence Mowery
Date: 17:19:10 11/17/22

Alivea Goncalves Files

Case # 22-M0S902
Date: 11/17/2022

On November 15, 2022, I received and email from Steve Goncalves, the father of
Kaylee Goncalves. He stated he had access to some of Kaylee's messages and
phore calls. Steve stated he would have his other daughter, Alivea, contact me
about those files.

I was able to speak to Alivea and she sent me various files, including an image
from the Spokesman Review showing a camera on a nearby residence, text messages
between Kaylee and Jack Decouer, text messages between Kaylee and her Uber
driver -, a recent phone call list, and video from the Grub Truck Twitch. tv
feed.

I attached these files to the case file. The communication between Kaylee and
Pecouer was located on Decouer's phone examinationand the Twitch feed was
previously downloaded.

In the image showing the camera, it was found that residence was at 1112 King
Road. The SDCard from the camera was brought to the Moscow Police Department,
but was the file system of the card was not recognized by any of the forensic
computers. The card was returned to the owner and -reinstalled into the .camera.

On November 17, 2022, 0Ofc John Rosinsky re-contacted the owner of the camera,

I . : prore. M scated she was out of town, but sent a video to

Ofc Rosinsky showing a figure walk to the cumpster and appear to look inside.

To preserve any potential evidence on the camera, I asked - if we could
seize the entire device, including the SDCard, to which she stated yes. T
stated she would not be back in Moscow until approximately November 28, 2022. I
directed - to contact me when she returns to her residence, at which time I
will attempt to connect the camera back to her WIFI router and view video from
the device.

Det. Lawrence Mowery - 162
Thu Nov 17 17:19:1% PST 2022

Reviewed:
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Sgt. J. W. Lawrence
Fri Nov 18 09:09:14 PST 2022

/sds/app/force/uprt/lwsupl.x1 01/10/23

000135




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 23

Reporting Officer: Lawrence Mowery
Date: 11:36:47 11/18/22

Preservation Facebocok 73700253

Case # 22-M09903
Date: 11/18/2022

On November 18, 2022, I received and email from Alivea Goncalves showing a
screenshot of a Facebook post from Dylan Mortensen. In the post the account, the
user name was _ reported details about the incident. I searched
for this user and found a userID of . This account had an avatar
similar to the Mortensen avatar.

I was able to pull up the account and it appeared to have the following friends
associated with it:

I requested preservation on all four (4) of these accounts. At approximately
0745 hours, I received an email from Facebook stating the accounts were
preserved.

Det. Lawrence Mowery - 162
Fri Nov 18 11:36:51 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Fri Nov 18 14:01:58 PST 2022
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SUPPLEMENTAL NARRATIVE:
Supplement number: 24
Reporting Officer: Lawrence Mowery

Date: 12:06:50 11/18/22
Twitch Video

Case # 22-M09903
Date: 11/18/2022

On November 13, 2022, I was informed two of the victims had been patrons at the
Grub Truck, located on Main Street in Moscow, Idaho. I was also informed Grub
Truck streams live feeds of their customers and sales via Twitch. tv.

I was able to locate the Twitch account "GrubTruckers" and locate the stream
from the November 12-13, 2022. This stream was labelled, "The Carbonara
effect... we'll never reveal our secret ingredient"” and located at

https: //www. twitch. tv/videos/1651413498.

In the video, Kalyee Goncalves and Maddie Mogen are seen walking into camera
view on the video at 3:43:01 timestamp. They are accompanied by a male, later
identified as John "Jack" Showalter. Goncalves orders and receives food.

At the 3:53:31 timestamp, the girls are seen walking around the truck and leave

the area. Showalter appears to be talking to another patron and does not see the
girls leave. Showalter then raises his arms in a "What?" fashion and walks away

in a different direction than the girls.

A copy of this video was captured and saved as evidence.

Det. Lawrence Mowery - 162
Fri Nov 18 12:06:54 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Fri Nov 18 14:02:37 PST 2022
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SUPPLEMENTAL NARRATIVE:
Supplement number: 26

Reporting Officer: Lawrence Mowery
Date: 10:06:25 11/19/22

Uber Location Recuest

Case # 22-M09903
Date: 11/18/2022

On November 18, 2022, I logged into the Uber Law Enforcement Portal

(lert. uber.com and submitted an exigent preservation reguest for any location

data associated with the Uber driver named | M +:ith the phore number of
-6059. Due to the nature of the investigation, Uber recommended an

exigency reguest for the preservation.

In a screen shot received from Alivea Goncalves, it showed messages which appear
to be from (N phone between Kaylee Goncalves and himself. The name of the
recipient is "Kaylee Uber."

It is unknowrn if |l was "on cuty"” with Uber at the time of him picking up
Goncalves and Maddie Mogen. Uber stated if the driver was "on duty" it would
show the location of the vehicle. If the driver was not "on duty," Uber would
not have the data. I was informed by Uber Customer Service this is common if the

driver provides personal transportation services.
At 1434 hours, I received an email from Uber stating they raceived my request.

I received an email at approximately 1617 hours from Uber, which contained files
regarding the Uber logs of | The records showed his location up until
approximately 0115 hours, where it appears no other information is found ard
Bl ooes "off duty." These records were attached to the case file. No warrant
was reguested or returned as Uber provided the data via the exigent reguest.

Det. Lawrence Mowery - 162
Sat Nov 18 10:07:50 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Sun Nov 20 06:05:44 PST 2022
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SUPPLEMENTAL NARRATIVE:
Supplement number: 27
Reporting Officer: Lawrence Mowery

Date: 11:13:52 11/19/22
Devices to PFPD

Case # 22-M09903
Date: 11/18/2022

On November 17, 2022, I contacted Det Neil Uhrig of the Post Falls Police
Department for assistance in examining the laptops and iPad located in the
residence at 1122 King Road.

Det Uhrig arrived at the Moscow Police Department and received the following
evidence item numbers:

22M-1808 Apple Laptop

22M-1809 Apple Laptop

22M-1844 Apple Laptop

22M-1845 Apple Laptop

22M-1846 Dell Laptop

22M-1848 Dell Laptop

22M-1849 Apple iPad

Det. Lawrence Mowery - 162
Sat Nov 19 11:14:05 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Sun Nov 20 06:08:32 PST 2022
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SUPPLEMENTAL NARRATIVE:
Supplement number: 28

Reporting Officer: Lawrence Mowery
Date: 18:55:26 11/19/22

1112 King Viceo

Case & 22-M09903
Date: 11/19/2022

On November 13, 2022, I was informed of a possible surveillance camera located
at 1112 King Road. Cpl Ryan Snyder had spoken with one of the residents at this
location, || <ho had a camera using the Eomeye Pro app on the porch
of thelr dwelling.

Cpl Snyder provided me with the username and password for the Homeye Pro account
associated with - I asked Cpl Snyder if this video was stored on a
cloucd-based system for me to view or if | could download a copy of the
video.

I was provided a 32GB SDCard from the camera, but the file format was not
recognized by any of my forensic computers and prompted me to format the disk.
Cpl Snyder informed me could screen capture the video from her phone, and
the card was returned t‘ to enable her to assist in the acquisition of
the data.

On November 17, 2022, I requested the assistance of Ofc John Rosinsky to
recontact -and see if she could provide the video from the camera. Ofc
Rosinsky contactced - who stated she was in Boise, Idaho until November 28,
2022. Ofc Rosinsky -sent him a video of a2 male subject walking by the
camera at approximately 0320 hours towards the dumpster on Ofc Rosinsky
contacted me and I spoke to - and requested permission to remove the camera
from the residence and she consented.

Based on my training and experience I know many of the different video
surveillance cameras use & First-In, First-Out storage retention system This
means the newer date overwrites the older data. I was concerned data may be lost
the longer the camera continued to record footage. I reguested assistance from
Ofc Raron Morris to go to the residence and unscrew the camera from its
location. The camera screws into a common light bulb base, commenly found on
patio/porch fixtures. Ofc Morris returned a short time later with the camera and
the SDCard.

On November 18, 2022, I again attempted to view the contents of the SDCard, I
plugged the card into a write-blocker and it still was not recognized by the

computer. I used FTK Imager version# 4.7.1.2 to make an image of the SDCard. Now
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that the data was on a drive recognized by the operating system, I then used
Axiom Magnet version# 6.5.0.32778 to parse data from the card.

In reviewing the data, I found over 13,000 individual images from the card. They
appear to be individual vicdeo frames from the camera.

While attempting to view the data on the card, I received a forwarded emz2il from

whose sister _ resides at the residence. The email stated
that he was viewing the video remotely when Ofc Morris removed the camera. He
stated he saw a suspicious vehicle in the area and was concerned with the video
footage stored on the device being overwritten.

I was then put in touch with _, another resident at 1112 King Road.
-stated she woculd be back in Moscow at approximately 2000 hours. I met with
Bl 2t her residence and asked again if she would be willing to assist in
recording screen captures on her phone from the device. I explained to - I
would replace the camera, gather the information and then tzke the camera as
evicence. I also explained to -I neecded to take the wireless router, since
the camera was alreacdy linked to the WIFI necwork. -stated she would consent
and allow both items to be seizec.

I reinstalled the camera in the light socket and it powered on. I was able to
watch as -accessed the footage on the camera. During this time, the camera
showed & vehicle entering the area at approximately 0356 hours and leaving at a
high-rate of speed at approximately 0420 hours. - provided the videos to me.
I uninstalled the camera and seized the wireless router. Both items were then
taken back to the Moscow Police Department as evidence.

On November 19, 2022, while reviewing the videos located at 0356 and 0420, it
appeared the vehicle left the area and may have travelled on Walenta Drive,
however, the video stopped. In an attempt to see further, and gain perhaps a
better resolution, I reconstructed the wireless network the camera operated on
by powering on the wireless router. I downloaded the Homeye Pro app on my work
phone.

I was able to use the app and download the video clips. These clips included
audio, which were not a part of the screenshots completed and were able to
capture a longer duration. In the clips, the vehicle's exhaust and accelerztion
can be heard, as well as seeing the vehicle leave at a high rate of speed on
Walenta Drive.

After capturing the clips, I disconnected the camera and wifi router and placed
them into evidence. The videos were placed onto a DVD and placed into evidence.

Det. Lawrence Mowery - 162
Sat Nov 19 18:55:33 PST 2022

Reviewed:
Sgt. J. W. Lawrence.
Sun Nov 20 06:12:47 PST 2022
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Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 40

Reporting Officer: Lawrence Mowery
Date: 13:38:16 11/28/22

Router Interrogation

Case # 22-M058903
Date: 11/15/2022

On November 13, 2022, I responded to 1122 King Rcad in Moscow, Idaho in an
attempt to interrogate the wireless router located at this residence. Afcer
speaking with Cpl Brett Payne, he informed me the wireless router and cable
mocdem were located in the living room on the second floor.

After arrival, I used an ethernet cable to connect my laptop to the Local Area
Network (LAN) ports on the back of the Spectrum WiFi 6 router with the Serial #
60SA22030008752. The router then provided my laptop with an IP address and
Gateway IP, which resolved to the router.

I attempted to locate a web-based management portal for the device but was
prompted to download the Spectrum app and use the account username and password
to access the cdevice. I contacted Spectrum technical support and found this was
the only way for the client to access the data on the device.

I then called the Charter Law Enforcement Response Team (LERT) and spoke with a
representative and tried to ascertain if Charter/Spectrum could retrieve data
from the router via their diagnostic portal. After several days and phone calls
to Charter, I spcke with _ the manager of the Legal Response
Cperations Center. [ stated her team was working on verifying if the
router hardware was able to be accessed.

On November 17, 2022, I again called Charter and left a voicemail. -
returned my phone call and stated her technicians were able to access and
download the data from the router, however, the did not preserve the correct
timeframe specified in my request. I was told she would have her technicians
retry and preserve the data.

On Nevember 17, 2022, I again called Charter and left a voicemail for - I
received a call back from B +~ho stated the technicians were able tc
retrieve data for the time periods of September 14, 2022 to November 7, 2022 and
November 11, 2022 to November 14, 2022. I was informed there was a problem with
their cloud services and that resulted ir the data loss for November 8-10. I
informed M I would be epplying for a warrant and requesting that data with
the legal process.
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From my training and experience, I know wireless routers ( WIFI routers) allow
wireless devices { phones, tablerts, laptops, etc) to connect to them for access
to the internet or other devices on the local area network (LAN). During this
process, after a device has successfully connected to the wireless router, a log
of this connection, and the specific MAC address (Media Access Control) of each
device, is kept on the device. If a user previously selected the "connect
automatically” setting while connecting to the wireless router, which is a
common default setting, the device will connect to the router automatically
without any user input. These devices would have to be in close proximity of the
router to be shown on the MAC address log.

The data previously stored on the wireless router, located at 1122 King Road,
and preserved by Charter/Spectrum, may show individual MAC addresses of devices
connected to the device. If the suspect had previously connected to the wireless
router, was 1n close proximity to the wireless router located in the residence,
this device may have automatically connected and appear on the MAC address logs.
This could provide evidence of when a device was in close proximity of the
router on the night Madison Mogen, Kaylee Goncalves, Xana Kernodle and Ethan
Chapin were murdered.

I requested the assistance of the Latah County Prosecutor's Office in applying
for a warrant to serve on Charter for the data records preserved and stored at
Charter Communications, associated with the Spectrum Wireless Router with Serial
Number 60SA22030008752 and MAC 4C:19:5D:42:2E:Di, and Spectrum Cable Modem with
MAC 1C9ECCCD9BIC and Serial Number 472668464 from the time frame of Septemper
14, 2022 to November 14, 2022.

On November 21, 2022, I was granted a warrant for the data preserved by Charter
and served the warrant at approximately 2039 hours via email to
@Charter. com

On November 22, 2022, I received and email fron - stating the files were
ready to download via the Charter Portal. I logged into the portal, downloaded
the files and saved them to a computer in the secure forensic lab at the Moscow
Police Department.

I completed the warrant return receipt and affidavit. These documents were sent
to the - Prosecutor's Office to be returned to the court. I also emailed a
copy of the receipt to Charter (|||} BB Gcharter. com, as this was the
originating email address associated with the documents.

Det. Lawrence Mowery - 162
Mon Nov 28 13:38:20 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Tue Nov 29 05:43:22 PST 2022
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Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 41

Reporting Officer: Lawrence Mowery
Date: 13:39:50 11/28/22

Decouer Phone Warrant

Case # 22-M0S9903
Date: 11/17/2022

On November 17, 2022 Jack Ducouer was interviewed by Sgt Mike VanLeuven from the
Idaho State Pol:ice at the ISP District One Office. At that time, he provided his
phore to Sgt Vanleuven along with consent to the search the phone. That phore is
an iPhore XR with _ transported to the Coeur d'Alene Police
Department Forensic Lab at 3818 Schreiber Way, in Coeur d' Alene Idaho 83815. I
applied for and was granted a search warrant to access the contents of the
iPhone.

The phone was to be extracted by Det Dustin Taylor of the Coeur d' Alerne Police
Department. Det Mike VanLeuven had taken the phone to Dustin Taylor at the
computer forensic lab at Coeur d' Alene Police Department. I emailed a copy of
the warrant to him at 1643 hours on Neovember 17, 2022.

On November 18, 2022, while confirming Det Taylor received the warrant, I was
informed the phone was no longer at Coeur d' Alene Police Department. Idaho State
Police Lieutenant Paul Berger picked up the phone from Taylor and delivered it
to the Spokane County Sheriff’s Office, where Investigative Analyst Vince Jimno
received it. The data on the phone was forensically extracted at that location.

Or November 19, 2022, Idaho State Police Det. Richalderson retrieved the phone
from the forensic lab and delivered the phone to Decour's mother per the
attorney's wishes.

On November 21, 2022, Det Anderson of the Idaho State Police provided Sgt
VanLueven with & USB drive containing the extraction. Sgt VanLueven then
provided the USB drive to me and it was placecd intc the secure forensic lab at
the Moscow Police Department. An examination will be completed at my earliest
convenience

Since the warrant was not served, I did not complete a warrant return receipt as
nothing was collected. Court documents were sent to the Latah County
Prosecutor's Office to be returned to the court.

Det. Lawrence Mowery - 162
Mon Nov 28 13:39:58 PST 2022
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Reviewed:
Sgt. J. W. Lawrence
Wed Nov 30 07:32:35 PST 2022
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Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 42

Reporting Officer: Lawrence Mowery
Date: 13:49:52 11/28/22

Iinitial Interviews

Case # 22-1409903
Date: 11/15/2G22

On November 13, 2022, I was directed to interview potential witnesses in regards
to the incidents at 1122 King Road. The following interviews were conducted at
the Moscow Police Department.

Interview 1:

Dylan Mortensen (NS - - s

Address: 1122 King Rd

On 11/13/2022 Dylan Mortensen was interviewed in regard to the homicide
investicgation at 1122 King Road. Dylan said she was a resident of the house
where the incident occurred. Dylan said she was at a Sigma Chi party, at around
1030 hours on 11/12/2022, where she was drinking. Dylan said she went to || N N
house". Dylan said she believed she arrived home between 0630 hours and 0100
hours on 11/13/2022. Dylan said she thought Bethany arrived home at around 20
minutes after she arrived.

Dylan said she believed Maddie and Kaylee arrived home at around 0130 or 0200
hours on 11/13/2022. Dylan said up to this nothing weird had happened during the
night. Dylan said she and her friend "M c:zre home, followed by Bethany
from Sigma Chi. Dylan said -lived at the Pi Beta Phi house and Bethany was
her roommate at the residence. Dylan said when Maddie Mogern and Kaylee Gonclaves
came home from the corner club at the same time, and everyone went to bed.

Dylan was asked about the layout of her house. Dylan said Kaylee's room was
directly above her room Dylan said she lived on the 2nd floor and Kayiee lived
on the 3rd floor. Dylan sazid Kaylee and Madcdie both live upstairs on the 3rd
floor in separate rooms. Dylan said Xana lived closest to the bathroom on the
2nd floor and Bethany lived on the first floor.

When asked about Murphy, Dylan said it was a dog owned in common between Kaylee
and her ex-boyfriend Jack. Dylan said there were no apparent issues between
Kaylee and Jack. Dylan said Maddie had a boyfriend named ||| [ o s
in Boise at the time of the incident. Dylan indicated Xana was dating Ethan
Chapin who was in the room with her at the time of the incident. Dylan did not
know of anyone who would want to hurt Ethan, when she was asked. Dylan was asked
if she saw any cers in the area that should not be there. Dylan said "No I was
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not really looking at that."

Dylan said she woke up at around 0400 hours on 11/13/2022, where she could here
Kaylee and Murphy, the dog, dancing. Dylan said she knew it was Kaylee because
she recognized her voice and could hear Murphy barking. Dylan said she heard
Kaylee go upstairs and say "There is someone here." Dylan said thought she heard
Kaylee run back down the stairs. Dylan said Kaylee sounded scared when she made
this statement.

Dylan said at this time she jumped up locked the door because she did not know
what else to do. Dylan said she called out Kaylee's name and did not indicate if
she got a response. Dylan said she then tried to call Kaylee, Xana and Maddie on
their phones. Dylan was asked if she saw anyone come downstairs or heard
anything. Dylan said, "No, I don't even know how they got in. We're usually
pretty good about locking doors and never had problems before. I was just really
random. "

When asked again about the series of events, Dylan said she opened the door when
she cried out to Kaylee, then closed the door because she was scared. Dylan said
she then opened the door again and heard who she thought was Kaylee, but could
have been Xana, crying in the bathroom. Dylan said she then heard a man's voice
say "It's OK I'm gonna help you." Dylan said it was weird because the statement
was not in a nice way and the voice was one she had never heard before.

Dylan said she called out to Kaylee again and there was no crying after and she
did not know what happened after that. Dylan said she opened the door again and
"the guy” is right there. Dylan described the male as approximately her height
(5'10") or a few inches taller, not skinny but athletic build. Dylan said the
suspect was wearing all black with masks that covered just his forehead and goes
around his face. Dylan showed with her hands the mask exposed his nose but
covered the mouth area.

Dylan said she believed the suspect was white but did not remember eyebrow color
or what his eyes looked like. Dylan said when she saw the suspect, he saw her
and just left. Dylan said she believed he was holding something near his stomach
or belt line. Dylan used both hands to point straight out from her abdomen.
Dylan then moved her hands apart and back together to simulate a bulge. Dylan
said this area was black in color and she thought now maybe it was a gun. Dylan
said the unknown object had an arrow shape. Dylan seemed really unsure and said
she was tired during the event.

Dylan was asked how long she believed it was from the time Kaylee said "Someone
is here", to when she saw the suspect. Dylan said she thought it was about 10 or
20 minutes. Dylan went on to say she was "in and out of it" and she did not
fully remember the incident. Dylan was asked where the suspect was at in the
residence when Dylan saw him Dylan said the suspect was between her bedroom
door and the kitchen. Dylan said she remembered watching the suspect go out the
kitchen door and leave. Dylan said at this time she closed her door and locked
it as fast as she could. Dylan said the suspect did not walk toward her or say
anything.

Dylan said once the suspect left she immediately called Bethany. Dylan said
Bethany informed her she heard a sound that sounded like a firework. Dylan then
said she told Bethany she called everyone and they are not answering. Dylan said
she was in and out of it and believed everyone was just asleep. Dylan said she
then went to Bethany's room locked the door and went to bed. Dylan said she woke
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up at around 1100 or 1200 hours and called her roommates anc no one answered.
Dylan said she called Hunter. Hunter came to the residence, went upstairs and
told Dylan they needed to call law enforcement immediately. Dylan was asked if
there was anything else she wanted to share. Dylan saicd the noise Bethany
described the noise as a "loud boom”, but Dylan dicd not hear it.

Dylan was asked if any of her roommates shared any weird experiences in the last
couple weeks, or calls or texts. Dylan said "No, it's been all normal. Nething
weird at all. Nothing really weird happens in Moscow usually." When asked if
there were any altercations at the Sigma Chi party. Dylan said no everything was
normal. Dylan mentioned again she was with Dylan and Xana at the party. Dylan
was asked 1f anyone was having sexual relations with anyone they shouldn't be.
Dylan said no.

Dylan brought up an incident which occurred about a month prior. Dylan said she
and Bethany remembered Kaylee saw a shadow while she was taking Murphy at side
Dylan said Kaylee also mentioned when she was at Winco 2 or 3 weeks prior, an
individual was following her. Dylan also said she arrived home one time ancd the
door to the residence at 1122 King Road was found open. Dylan said she did not
believe the slider door was locked the night 11/12/22. Dylan said she hear
Murphy barking a lot around 0400 hours 11/13/22 when Kaylee went upstairs. Dylan
said she heard Murphy go outside barking as well. Dylan was unsure if Murphy
would chase a suspect outsicde. Dylan sazid she did not remember if the suspect
who ran left the slider door cpen

Interview 2:
Eunter I Johnson _ 8709

Adcdress:

Hunter said around 1200 hours on 11/13/2022, Dylan called Emily ( Hunter's
Girlfriend). Dylan told EZmily she thought something "was not right in her house"
Dylan also told Emily she heard or saw a man in her house the night prior. Dylan
asked Emily and Hunter to come over and make sure everything was OK because she
locked herself in Bethany's room Hunter said he was the first person to get to
the residence. Hunter said he entered the code to the front door where Bethany
and Dylan were in Bethany's room on the first floor. Dylan and Bethany were
teiling Hunter they did not know what was going on.

Funter said he went up the stairs and immediately went intc Xana's room Hunter
sazid this was the only room he went into. Hunter said when he approached the
door it was only partially open. Hunter said when he opened it, he saw Xana and
Ethan. Hunter said he initially did not realize all the blood was cried blood in
the room Hunter said he thought at first they had been drunk and left a mess
Huncer said when he stood there for a moment he began to realize what he was
seeing. Hunter said Bethany and Dylan were uncontrollably crying. HKunter said he
told them to get out of the house and call law enforcement.

Hunter said he then went to the kitchen and grabbed a krife from the drawer.
Hunter said he then went into the rcom and checked the closet to make sure there
was not anyone else in the room Hunter said he checked for a pulse on both Xana
and Ethan. Hunter said both of the bodies had rigor mortis and were cold with no
breath or pulse. Hunter said he believed the two had been deceased for a while
Hunter said he believed he left the knife on the folding table in the living
room.  Hunter said EZmily, Josie and - started to enter the house and come
up the stairs. Hunter told them to cet out of the residence. Hunter said this
was about the time Moscow PD arrived on scene. Hunter said the officer told him
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to stay where he was at. Hunter said he did not know if anyone else was upstairs
as he had not c¢one anywhere else in the house. Hunter said he had trouble
comprehending what he was seeing.

Hunter said he was not at the Sigma Chi party the night prior. Hunter said he
and Ethan were texting the night prior (11/12/22) by phone. Hunter said Ethan
wanted him to come over but Hunter chose not to. Hunter said he knew Ethan since
Fall of 2021. Hunter said he was in Phi Delta Theta and Ethan was a member of
Sigma Chi. Hunter indicated Josie and Emily were in the same sorority and were
roommates. Hunter said _who was also present was in the fraternity Delta
Tau Delta and was currently dating Josie. Hunter said he and [l szavec at
Josie’s apartment with Emily and Josie the night of 11/12/22. Eunter was asked
when was the last time he was at 1122 King Road.

Hunter indicated he was last at the residence on 11/12/22 where he was
"pre-gaming for the vandals football game." Hunter said he got to the residence
at around 1200 hours cr 1300 hours and left at about 1430 hours to go to a
different party. Hunter said the last time Emily was at 1122 King Road was
Friday 11/11/22. Hunter did not know of anyone who had issues with Ethan and
Xana dating. Hunter estimated Xana and Ethan were dating for 8 months. Hunter
said he knew Xana very well through his girlfriend Emily. Hunter said he was not
very familiar with Maddie or Kaylee. Hunter allowed pictures to be taken of his
phone of the conversations between him and Ethan

Interview 3

Address:

B s:2ic she text 3ethany at 1120 hours, on the morning of 11/13/22. [
asked 3Bethany if she was awake. - said Bethany called her back at 1149
hours. Bethany told - she and Dylan were in Bethany's room - said
Bethany was freaked out because her roommates were not answering the phone.
-said she heard Dylan on the phone in the background saying "I saw
something. " | szid Bethany asked her to come over to 1122 King Road and pick
her up. - said Bethany text her while she was driving there, and said Emily
and Hunter were on the way as well. - said a&s she arrived MPD units were
arriving as well. {Jll said she did not go to the Sigma Chi party but went to a
different one instead. said Bethany and Dylan came to this other party
after she left Sigma Ch& estimated Dylan left her party at 0030 hours and
Bethany left her party at about 0100 hours on 11/13/2022.

B saic she was in Pi Beta Phi with Dylan, | 3ethany and xana. EEEER
said Xana and Maddie were both in Pi Beta Phi but the dropped out and Kaylee was
in Alpha Phi but dropred as well. - suspected they girls dropped their
respective sororities because of issues with other girls in the houses. -
specifically cited girls on the "executive board" who tell other members what to
co. | suspected this was what they did not like. Ml corfirred she, NN
Bethany and Dylan were still active members in Pi 3eta Phi. [l said the qgirls
whe were still active members of the sorority who chose to not live in the house
did so because of money issues. -said Maddie was Bethany's Big Sister in
the sorority house.

Bl s:ic she knew Kaylee saw a dark figure staring at her from the tree line
wnen she took her dog Murphy out to pee. Jerna said this occurrecd about a month

ago at 1122 King Road. |l said there has been light hearted talk and jokes
made about a stalker in the past. [ saic all the girls were siightly nervous
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about it being a fact though. | cid not indicace any social media issues or
issues between the girls who lived together. Il :::c there was no issue with
girls from the Pi Beta Phi sorority and the residence at 1122 King Reoad.

said the front door had issues with locking and sometimes it could be opened
without a code. - said she did know the code to the front door. - said
she was unsure if the residence kept the back-sliding door locked regularly.

Interview 4
PH: 4114
Address:

B <:ic he dic not go to the Sigma Chi Parcy. [ saic ne vent to sleep
at 2000 hours 11/12/22, at Josie's apartment on Taylor Ave. [ said ne voke
up around 0200 or 0300 hours -said he Josie and Emily were up talking in
the livirng room of the apartment until about 0500 hours on 11/13/22. -
indicated Eunter was present but not awake during this time. [ s2ic
said they ell went to bed at this time and woke up again around what he thought
was 0900 hours.

- said Hunter and Emily came intc the room where he and Josie were. IR
said Dylan had called Emily around 1000 hours, and sounded scared. _said
Dylanr told Emily someone had been in her house last night. - said Dylan and
Bethany ran down stairs and locked themselves in a room. [ said, Dylan
informed them she did this because of her seeing someone in the house and Dvlan
could only see his nose and his chin. -said Dylan was freasking out and
wanted them to come over to 1122 King Road.

B --:c e walked with Emily, Josie to 1122 King road from Josie's apartment
on Taylor Ave. - said Dylan and Bethany walked out of the house crying.
B s:.c Hunter arrived to the residence first, because he left before them

said he went into the downstairs door and Hunter told him not to come up
the stairs. [ said re did not know Ethan very well. [ s2i¢ ne diq not
recall any talk between Xana and Josie about boy issues. B s:id he did not
see anything on sociai media. -recalled an incident from about a month
prior, where Dylan said there was a guy stalking her. [ sz2id ne cid not
hear anything from the night prior.

My interviews were video recorded and have been uploaded to case file.

Det. Lawrence Mowery - 162
Mon Nov 28 13:49:59 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Tue Nov 29 05:45:26 PST 2022
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SUPPLEMENTAL NARRATIVE:
Supplement number: 44

Reporting Officer: Lawrence Mowery
Date: 14:25:07 11/29/22

Snapchat Warrants

Case # 22-M09903
Date: 11/29/2022

On November 21, 2022, I requested and was granted a warrant for Snap, Inc
(Snapchat) for the accounts associated with the following identifiers:
I

I

I :c15 (kaylee Goncalves)

I

' FEEN ( Jack Decouer)

4782 (Dylan Mortensen)
3185 (Bethany Funke)

On November 21, 2022, at approximately 1827 hours, I logged into the Snap, Inc
Law Enforcement Portal located at https://less.snapchat.com/ and served the
Warrants.

I received an email from support@snapchat.zendesk.com providing me with internal
CaselDs# and CaselID

On November 28, 2022, Snap, Inc sent two emails stating the files were ready to
download. On November 2%, 2022, I logged intoc the portal and downloaded the
files provided pursuant to the warrant. These files were downloaded to a
computer in the secured computer forensic lab at the Moscow Police Department
An examination of the data will be conducted at my earliest convenience

I completed the warrant return receipt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also
emailed a copy of the receipt to Snap (mailto:support@snapchat.zendesk. com), as
this was the originating email address associated with the documents.

Det. Lawrence Mowery - 162
Tue Nov 28 14:25:12 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Wed Nov 30 07:07:27 PST 2022
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SUPPLEMENTAL NARRATIVE:
Supplement number: 45

Reporting Officer: Lawrence Mowery
Date: 14:25:19 11/29/22

Celliphone Warrant Return

Case # 22-MDS9903
Dacte: 11/17/2022

On November 17, 2022, T received I began to receive cdata from the cell phone
providers in response to the warrants served on them

At approximately 1352 hours, I received an email from mail@sf-nocifications. com
informing me the files from Verizon for the requested phone Call Detail Records
and Tower Dump Data was ready to be downloaded. I logged into the ShareFile
portal and downloaded the corresponding files.

I completed the warrant return receipt and affidavit. These documents were sent
to the Latah County Prosecutor’'s Office to be returred to the court. I also
emailed a copy of the receipt to the Verizon at mail@sf-notifications.com, as
this was the origirating email address associated with the documents.

At approximately 1530 hours, I received an email from |G
(-@inlandcell.com) of Inland Cellular. This email included files containing
the data requested regarding the tower dump data

I completed the warrant return receipt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also

emailed a copy of the receipt to the | IR (B .:ndcell. com, as

this was the originating email address associated with the documents.

At approximately 1530 hours, I received an email from AT&T (compcent@att.com)
informing me the files from AT&T for the requested phone Call Detail Records and
Tower Dump Data. I logged into the Global Legal Demand Center portal and
downloaded the corresponding files.

I completed the warrant return receipt anc affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I zalso
emailed a copy of the receipt to AT&T (compcentlatt.com), as this was the
originating email address associated with the documents.

Cn November 18, 2022, at approximately 1323 hours, I received two emails from
T-Mobile (lerinbound@T-Mobile.com). These emails included files containing the

data requested regarding the T-Mobile Call Data Records and Tower Dump Data
requested.
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I completed the warrant return receipt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also
emailed a copy of the receipt to T-Mobile (lerinbound@T-Mobile.com), as this was
the originating email address associated with the documents.

Det. Lawrence Mowery - 162
Tue Nov 29 14:25:27 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Wed Nov 30 07:09:26 PST 2022
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SUPPLEMENTAL NARRATIVE:
Supplement number: 46
Reporting Officer: Lawrence Mowery

Date: 14:35:08 11/29/22
TMobile Amended Warrant

Case # 22-M09903
Date: 11/29/2022

On November 26, 2022, I requested and was granted an amended TMoblie Tower Dump
Data Warrant to include devices within a 2-mile radius. The original warrant
included only .5 miles.

On November 26, 2022, at approximately 2059 hours, the warrant was served on
T-Mobile via email at lerinbound@t-mobile.com. On November 28, 2022 I received
an email with the files provided pursuant to the warrant. These files were
downloaded to a computer in the secured computer forensic lab at the Moscow
Police Department. An examination of the data will be conducted at my earliest
convenience.

I completed the warrant return receipt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also
emailed a copy of the receipt to T-Mobile ( LERRecords@T-Mobile.com), as this was
the originating email address associated with the documents.

Det. Lawrence Mowery - 162
Tue Nov 29 14:35:15 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Wed Nov 30 07:30:34 PST 2022
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SUPPLEMENTAL NARRATIVE:
Supplement number: 47

Reporting Officer: Lawrence Mowery
Date: 10:06:18 11/30/22

Witness Phones

Case # 22-M09903
Date: 11/30/2022

On November 13, 2022, I was directed to interview potential witnesses in regards
to the incidents at 1122 King Road. During this process, I was tasked with
extracting data from the following phones:

Dylan Mortensen

Bethany Funke

Jack Decouer

Emily Alandt

Maizie Chapin

I received signed consent forms from Mortensen, Decour, Alandt and Chapin. I was
informed by Cpl Brett Payne, Funke provided verbal consent for her phone to be
extracted. The phones were extracted using the following forensic software:

UFED Cellebrite version# 7.58.0.172

Magnet Axiom version# 6.5.0.32778

Upon completion of the extractions, the phones were returned to their owner as
promptly as possible. The data extracted was saved to a computer located in the
secure forensic computer lab at the Moscow Police Department.

A forensic examination on the phones will be completed at my earliest
convenience.

Det. Lawrence Mowery
Wed Nov 30 10:06:23 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Wed Nov 30 10:55:50 PST 2022
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SUPPLEMENTAL NARRATIVE:
Supplement number: 49

Reporting Officer: Lawrence Mowery
Date: 08:54:14 12/01/22

1Cloud Warrant Service

Case # 22-M09903
Date: 11/28/2022

On November 18, 2022, I applied for and was granted warrants for the iCloud
accounts with the following identifiers:
¢ yahoo. com
-3185
-1671

@icloud. com
-4782

On November 1%, 2022, I applied for and was granted a warrant for the iCloud
account with the flowing identifiers:

@yahoo. com

2881

On November 21, 2022, I applied for and was granted warrants for the iClioud
accounts with the following identifiers:

-4818
@gmail. com
1224

Ggmail. com

Ggmail. com
-1278

These warrants were served via email at lawenforcement@apple. com

On November 21, 2022, I received an email from Apple stating the data for the
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iCloud accounts associated with -@yahoo. com and —3@yahoo.com were
available to download. I downloaded the links to the files and began downloading

the files to the forensic computers located in the secure forensic computer lab
at the Moscow Police Department.

On Novemker 22, 2022, I received an email from Apple stating the data for the
iCloud account asscciated with _@icloud. com were available to download.
I downloaded the links tc the files and becan downloading the files to the
forensic computers located in the secure forensic computer lab at the Moscow
Police Department. -

COn November 23, 2022, I received an email from Apple stating the data for the
iCloud accounts associated with _@gmail.com and _@gmail.com
were availaople to download. I downloaded the links to the files and began
downloading the files to the forensic computers located in the secure forensic
computer lab at the Moscow Police Department.

On November 25, 2022, I received an ermail from Apple stating the data for the
iCloud account associated with _@gmail.com were available to
download. I downloaded the links to the files and began downloading the files to
the forensic computers located in the secure forensic computer lab at the Moscow
Pclice Department.

On Novemper 29, 2022, I received an email from Apple stating the data for the
iCloud account associated with the phone number -4818 were available to
download. I downloaded the links to the files and began downloading the files to
the forensic computers located in the secure forensic computer lab at the Moscow
Police Department.

I completed the warrant return receipt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also
emailed a copy of the receipt to Apple (lawenforcement@apple.com), as this was
the originating email address essociated with the documents.

Det. Lawrence Mowery - 162
Thu Dec 01 08:54:19 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Thu Dec 01 09:05:04 PST 2022
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SUPPLEMENTAL NARRATIVE:
Supplement number: 34

Reporting Officer: Lawrence Mowery
Date: 11:49:13 12/05/22

Tinder Warrant Goncalves

Case # 22-M09903
Date: 12/5/2022

On November 23, 2022, I applied and was grantec a warrant for any data
associated with Kaylee Goncalves' Tinder Accounts using the following
identifiers:

4818

I ¢ o=l com

On November 29, 2022, at approximately 1709 hours, the warrant was served via
email at legaldept@match. com

Or December 2, 2022, I received an emzil from —, Sr Paralegal and
Director of the Legal department for Match Group, the parent company for Tinder
In this emzil, I was directed to use the Law Enforcement Portal

(https: //www. lert. matchgroup. com/) and re-submit the warrant

On December 4, 2022, I registered for access to the portal and received an email

stating I was approved to use the portal and served the warrant. I logged into
the LERT portal and submitted the warrant again, per Rivera's reguest.

Or December 5, 2022, I received an email from Tinder stating the data requested
pursuant to the warrant were available to download. I logged into the Law
Enforcement Portal ard began downloading the files to the forensic computers
located in the secure forensic computer lab at the Moscow Police Department.

I completed the warrant return receipt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also
emailed a copy of the receipt to Tinder (legaldept@match.com), as this was the
originating email address associated with the documents.

Det. Lawrence Mowery - 162
Mcon Dec 05 11:48:18 PST 2022

Reviewed
Sgt. J. W. Lawrence
Mon Dec 05 13:40:58 PST 2022
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SUPPLEMENTAL NARRATIVE:
Supplement number: 57

Reporting Officer: Lawrence Mowery
Date: 12:25:08 12/05/22

Google GeoFencel Warrant

Case # 22-M09903
Date: 12/6/2022

On November 18, 2022, I zpplied and was granted a GeoFence warrant for any data
associated with anonymized information located within the following
latitude/longitude points:

Point 1: 46.722462, -117.012067

Point 2: 46.721613, -117.012066

Point 3: 46.722572, -117.0089%87

Point 4: 46.721584, =-117.009005

s» I ith the Federal Bureau of Investigations assisted in the
production and service of the warrant.

On November 18, 2022, at approximately 2330 hours, the warrant was served email
at lers@google. com

On November 20, 2022, SA_ received notice the data requested pursuant to
the warrant was available. The data files were downloaded to the forensic
computers located in the secure forensic computer lab at the Moscow Police
Department.

Based on the information received, and in correlation with cell tower records

previously reviewed, two of the anonymous identifiers were found to be of
interest. Those identifiers were:

1

2+

Cn November 20, 2022, I applied and was granted a warrant for any data
associated with the previous identifiers, including subscriber information. SA
Nick Balance with the Federal Bureau of Investigations assisted in the

production and service of the warrant.

On November 20, 2022, at approximately 2214 hours, the warrant was served email
at lers@google. com

On November 20, 2022, SA - received notice the data recuested pursuant te
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the warrant was available. The data files were downloaded to the forensic

computers located in the secure forensic computer lab at the Moscow Police

Department. It was found one of the identifiers came back to the phone number of
-2567.

I completed the warrant return receilpt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also
emailed a copy of the receipt to Google (lers@google.com), &s this was the
oricinating email address associated with the documents.

Det. Lawrence Mowery - 162
Mon Dec Q05 12:26:19 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Mon Dec 05 13:59:03

'g

ST 2022
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SUPPLEMENTAL NARRATIVE:
Supplement number: 58

Reporting Officer: Lawrence Mowery
Date: 12:27:51 12/05/22

Meta Warrants

Case # 22-M09903
Date: 11/30/2022

On November 21, 2022, I reguested and was granted a warrant for Meta {the parent
company for Facebook and Instagram) for the accounts associated with the
following identifiers:

Instagram _

Instagram: [N 2531

Instagram: [N
Instagram

racevcor: ERR
Facebook: NN
racevook: [ NG

On November 21, 2022, I logged into the Meta Law Enforcement Portal located at
https: //www. facebook. com/records/ and served the warrants at the following
times:

M 1 1112 hours

1803 hours
2039 hours

Instagram 1820 hours

During the service of the warrant, I found I was not able to add the phone
nurmber of -2881 as an identifier for Jack Decouer's account. This
information was not entered into the portal.

I received an emall from records@records. facebook. com> providing me with
internal CaselDs#:

On Neovember 30, 2022, Meta sent emails stating the files were ready to download.
On November 30, 2022, I logged into the portal and downloaded the files provided
pursuant to the warrant. These files were downloaded to a computer in the
secured computer forensic lab at the Moscow Police Department. An examination of
the data will be conducted at my earliest convenience.
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No_information was returned for the account asscciated with the phone number
2881.

I completed the warrant return receipt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I zlso
emailed & copy of the receipt to Meta (records@records. facebook.com), as this
was the originating email address associated with the documents.

Det. Lawrence Mowery - 162
Mon Dec 05 12:27:56 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Mon Dec 05 14:0i:07 PST 2022
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SUPPLEMENTAL NARRATIVE:
Supplement number: 59

Reporting Officer: Lawrence Mowery
Date: 12:28:57 12/05/22

Victim Phone Extractions

Case # 22-M09903
Date: 12/4/2022

On November 15, 2022, I contacted Det David Taylor of the Coeur d' Alene Police
Department with a request for an agency assist. I requested assistance unlocking
the cell phones of Kaylee Goncalves, Maddie Mogen, Xana Kernodle and Ethan
Chapin, the victims in this case. I emailed Det Taylor a copy of the signed
warrant describing the phones as being searchable.

On November 16, 2022, the phones were transported to the CDA Police Department
for a forensic brute force attempt to unlock them, however Det Taylor stated he
was not able to extract any information from the locked phones and the phones
were not supported for the brute force pin code extraction. The phones were then
returned to the Moscow Police Department on November 17, 2022.

I then asked for assistance from Cpt Tyson Barrett in attempting to gain pin
codes from family members to access the data on the devices. I was provided pin
codes for Mogen, Kernodle and Chapin, which successfully unlocked the devices.
The pin codes provided for Goncalves' phone did not unlock the device.

On the three devices I was able to unlock, I performed advanced logical
extractions on the devices at the Moscow Police Department. A report for each
device will be completed separately.

On November 20, 2022, I again requested the assistance of Det Taylor in gaining
a full-file system extraction on the three unlocked devices. The phones were
delivered to CDA Police Department on November 21, 2022. On November 22, 2022,
Det Taylor stated he would not be able to complete the extractions.

On November 23, 2022, I went to the CDA Police Department and picked up the
phones. I then took them to the Post Falls Police Department and spoke with Det
Neil Uhrig. Det Uhrig informed me his forensic tools would not support a
full-file system extraction.

On November 25, 2022, I went to the Walla Walla Police Department and spoke with
Det Chris Ruchert. Det Ruchert stated her forensic tools would be able to
support full-file system extractions on the unlocked devices, and would be able
to complete limited extraction on Goncalves' locked phone. I left the phones
with Det Ruchert to be extracted.
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On November 28, 2022, Det Ruchert informed me the phone extractions were
complete and ready to be picked up. On November 29, 2022, Det Justin Deane
picked up the phones and returned them to the Moscow Police Department. I

received the four devices and placed them in the secure computer forensic lab.

The extracted data was copied to the forensic computers and verified by hash
values.

An examination of the data will be completed at my earliest convenience.

Det. Lawrence Mowery - 162
Mon Dec 05 12:29:01 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Mon Dec 05 13:59:54 PST 2022

/sds/app/force/uprt/lwsupl.x |
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Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 60

Reporting Officer: Lawrence Mowery
Date: 16:49:08 12/05/22

Yahoo Warrant Goncalves

Ca

se # 22-M09903
Date:

12/4/2022

M o

On December 1, 2022, I applied and was granted a warrant for any data associated
with Kaylee Goncalves' Yahoo Account using the following identifiers:

I, : ;= hoo. cor

On December 1, 2022, at approximately 1355 hours, the warrant was served via the
Yahoo Law Enforcement Portal located at https: //lawenforcementrequests. oath. com

On December 4, 2022, I received an email from Yahoo stating the data requested
pursuant to the warrant were available to download. I received an email with &
link to download the data. I logged into the Law Enforcement Portal and began
downloading the files to the forensic computers located in the secure forensic
computer lab at the Moscow Police Department.

I completed the warrant return receipt and affidavit., These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also
emailed a copy of the receipt to @yahooinc. com), as
this was the originating email address associated with the documents.

y - 162

Det. Lawrence Mower
12 PST 2022

Mon Dec 05 16:489:

Reviewed:
Sgt. J. W. Lawrence
Wed Dec 07 08:41:01 PST 2022

/sds/app/force/uprt/lwsupl.x | 01/10/23
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Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 64

Reporting Officer: Lawrence Mowery
Date: 14:38:44 12/08/22

Tindexr Warrant Users

Case # 22-109903
Date: 12/5/2022

On December 6, 2022, 2022, I applied and was granted a warrant for the user
subscriber information associated with accounts that communicated with Kaylee
Goncalves' Tinder Accounts using the following identifiers:

(snapcnat: [

(snapchac: (N

On December 6, 2022, 2022, at approximately 1519 hours, the warrant was served
via the Law Enforcement Portal (https://www. lert. matchgroup. com/).

On December 7, 2022, I received an email from Tinder stating the cdata recuested
pursuvant to the warrant were available to download. I logged into the Law
Enforcement Portal and began downloading the files to the forensic computers
located in the secure forensic computer lab at the Moscow Police Department.

I completed the warrant return receipt and afficdavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also
emailed a copy of the receipt to Tinder (legaldept@match.com), &as this was the
originating email address associated with the documents.

/sds/app/force/uprt/lwsupl.x1 01/10/23
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Det. Lawrence Mowery - 162
Thu Dec 08 14:38:46 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Tue Dec 13 10:23:01 PST 2022

/sds/app/forcefuprt/twsupl.x1

000207
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Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 65

Reporting Officer: Lawrence Mowery
Date: 14:39:03 12/08/22

Tinder Warrant Mogen

Case # 22-MJ9903
Date: 12/8/2022

On December 6, 2022, 2022, I applied and was granted a warrant for the user
subscriber information associated with the Tinder account of Madison "Maddie"
Mogen with the following IDENTIFIERS: | ¢o~21i1.- com and/oxr phone number

- e

On December 6, 2022, 2022, at approximately 1519 hours, the warrant was served
via the Law Enforcement Portal (https://www. lert. matchgroup. con/).

On December 7, 2022, I received an email from Tinder stating the data requested
pursuant to the warrant were available to download. I logged into the Law
Enforcement Portal and began downloading the files to the forensic computers
located in the secure forensic computer lab at the Moscow Police Departmenct.

In reviewing the contents, I found no recent communications with other accounts.
The newest communication appears to have happened in 2021.

I completed the warrant return receipt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also
emailed a copy of the receipt to Tinder (legaldept@match.com), as this was the
originating email address associated with the documents.

Det. Lawrence Mowery - 162
6Thu Dec 08 14:3%9:06 PST 2022

Reviewed
Sgt. J. W. Lawrence
Tue Dec 13 10:23:4C PST 2022

/sds/app/force/uprt/lwsupl.x1 01/10/23
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Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 67
Reporting Officer: Lawrence Mowery

Date: 15:44:23 12/12/22
DoorDash Warrant

Case # 22-M09903
Date: 12/12/2022

On December 6, 2022, I applied and was granted a warrant for the all information
in DoorDash's possession related to sales, deliveries, purchases, and/or
transactions made to 1122 King Recad in Moscow, Idaho for the period of January
1, 2022 to present.

On December 6, 2022, 2022, at approximately 1535 hours, the warrant was served
via email to LERT@DoorDash. com.

On December 7, 2022, I received an email from DoorDash containing the data
requested pursuant to the warrant. The files were downloaded to the forensic
computers located in the secure forensic computer lab at the Moscow Police
Department.

I completed the warrant return receipt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also
emailed a copy of the receipt to DoorDash ( LERT@DoorDash.com), as this was the
originating email address associated with the documents.

Det. Lawrence Mowery - 162
Mon Dec 12 15:44:26 PST 2022

Reviewed By:
Sgt. Dustin Blaker #108
Tue Dec 13 12:35:55 PST 2022

/sds/app/forcefuprv/lwsupl.x1 01/10/23

000210




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

IlIllIIlIIIllIIlllIIIIlIIllIIIlIIlIIIIlllIllllIIll.--IIIIIIIIIIIIIIIIIIIII

SUPPLEMENTAL NARRATIVE:
Supplement number: 79

Reporting Officer: Lawrence Mowery
Date: 12:39:19 12/19/22

Meta Warrants

Case # 22-M09903
Date: 12/8/2022

On December 1, 2022, I reguested an amended warrant for Meta (the parent company
for Facebook and Instagram) for the accounts associated with the following
identifiers:

On December 2, 2022 I received a signed warrant. On December 4, 2022, at
approximately 1331 hours, I logged into the Meta Law Enforcement Portal located
at https://www. facebook. com/records/ and served the warrant.

During the service of the warrant, I found I was not able to add the phone
number of 2881 as an identifier for Jack Decouer's account. This
information was not entered into the portal.

Cn December 8, 2022, Meta sent an email stating the files were ready to
download. I logged into the portal and downlocaded the files provided pursuant to
the warrant. These files were downloaded to a computer in the secured computer
forensic lab at the Moscow Police Department. An examination of the data will be
conducted at my earliest convenience

I completed the warrant return receipt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also
emailed a copy of the receipt to Meta (records@records. facebook.com), as this
was the originating email address associated with the documents.

Det. Lawrence Mowery - 162
Mon Dec 19 12:39:23 PST 2022

Reviewed By:
Sgt. Dustin Blaker #108
Thu Dec 22 14:16:01 PST 2022

/sds/app/forcefupr/lwsupl.x| 01/10/23
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SUPPLEMENTAL NARRATIVE:
Supplement number: 80

Reporting Officer: Lawrence Mowery
Date: 12:39:54 12/19/22

Reddit Warrant Service

Case # 22-M09903
Date: 12/19/2022

On December 1, 2022, I applied and was granted a warrant for all information

in Reddit's possession consisting of information related to the crime of
homicide on the Reddit account of Kaylee Goncalves with any of the following
Icdentifiers: , mobile phone number of | E<818, email
address( es) eyahoo. com and/or NG ::r2i)l. com between
January 1, 2021 to December 1, 2022

On December 1, 2022, at approximately 1409 hours, the warrant was served via
email to lawenforcement@reddit.com

On December 19, 2022, I received an email from Reddit containing the data
requested pursuant tc the warrant. The files were downloaded to the forensic
computers locatecd in the secure forensic computer lab at the Moscow Police
Department.

I completed the warrant return receipt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the courtc. I also
emailed a copy of the receipt to Reddit (lawenforcement@reddit.com), as this was
the originating email address associated with the documents.

Det. Lawrence Mowery - 162
Mon Dec 18 12:3%9:58 PST 2022

Reviewed By:
Sgt. Dustin Blaker %108
Thu Dec 22 14:17:49 PST 2022

/sds/app/force/uprvlwsupl.x 01/10/23
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Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: §1

Reporting Officer: Lawrence Mowery
Date: 13:42:06 12/19/22

GoncalvesGmail Warrant Service

Case # 22-M09903
Date: 12/18/2022

On December 5, 2022, I applied and was granted a warrant for data related to the
email address of [N :Gr2ii. con

On December 5, 2022, at approximately 1646 hours, the warrant was served via the
Google Law Enforcement Portal locate at https://lers. google. com

On December 19, 2022, I received an email from Google stating the data requested
pursuant to the warrant was available. I logged into the Google LERS portal and
the files were downloaded to the forensic computers located in the secure
forensic computer lab at the Moscow Police Department.

I completed the warrant return receipt and afficdavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also
emailed a copy of the receipt to Google (lers@google.com, as this was the
originating email address associated with the documents.

Det. Lawrence Mowery - 162
Mon Dec 19 13:42:11 PST 2022

Reviewed By:
Sgt. Dustin Blaker #108
Thu Dec 22 14:18:38 PST 2022

/sds/app/force/uprt/lwsup!l.x| 01/10/23
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SUPPLEMENTAL NARRATIVE:
Supplement number: 82

Reporting Officer: Lawrence Mowery
Date: 11:48:29 12/20/22

Reddit Warrant Service

Case # 22-M09%03
Date: 12/19/2022

On December 1, 2022, I applied and was granted a warrant for all information
in Reddit's possession consisting of information related to the crime of
hoemicide on the Redditc accour; of Kaylee Goncalves with any of the following
Identifiers: mobile phone number of _4818 email

address{ es) _@yahoo com and/oxr _@gmall. com between

January 1, 2021 to December 1, 2022

On December 1, 2022, at approximately 1409 hours, the warrant was served via
emall to lawenforcement@reddit. com

On December 19, 2022, I received an email from Reddit containing the data
requested pursuant to the warrant. The files were downloaded to the forensic
computers located in the secure forensic computer lab at the Moscow Police
Department.

In reviewing the data, I found the account was registered on November 18, 2020,
There was one message post located, which was posted on January 22, 2021 under
the subreddit with the following text:

The only other message I located appeared to be an zutomated message from Reddit
on December 11, 2021, with the subject line of "Your 2021 Reddit Recap is here!"

I completed the warrant return receipt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also
emailed a copy of the receipt to Reddit (lawenforcement@reddit.com), as this was

the originating emzil address associated with the documents.

Det. Lawrence Mowery - 162
Tue Dec 20 11:48:34 PST 2022

Reviewed By:

fsds/app/force/upri/lwsupl.x 1 01/10/23
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Sgt. Dustin Blaker #108
Thu Dec 22 14:23:09 PST 2022

/sds/app/force/uprt/Iwsupl.x 1 01/10/23
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Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 85

Reporting Officer: Lawrence Mowery
Date: 12:27:28 12/20/22

Amazon Warrant Return

Case # 22-MJS9C3
Date: 12/19/2022

On November 26, 2022, I applied and was granted a warrant for any data
associated with knife sales of the following items:

ASIN number BOO1ES53Q6M - Ka-Bar Full Size US Marine Corps Fighting Knife
ASIN number BOOOMAZIAQ - Ka-Bar 1217S, Leather Sheath, USMC Logo

On November 26, 2022, at approximately 1532 hours, the warrant was served via
FedEx and https://ler.amazon. com/us. Forensic Account [ NN i:h che
Feceral Bureau of Investigations assistec in the production and service of the
warrants.

On December 8, 2022, I received an email from FA - The email was a
response from no-reply@ler. amazon.com stating the data was available to
download. I received a second email from FA - with the data return.

I completed the warrant return receipt and effidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also
emailed a copy of the receipt to Amazon (https://ler.amazon.com/us), as this was
the originating email acddress associated with the documents.

Det. Lawrence Mowery - 162
Tue Dec 20 12:27:36 PST 2022

Reviewed By:
Sgt. Dustin Blaker #108
Thu Dec 22 14:28:28 PST 2022

fsds/app/force/uprt/lwsupl.x1 01/10/23
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SUPPLEMENTAL NARRATIVE:
Supplement number: 88

Reporting Officer: Lawrence Mowery
Date: 22:48:46 12/22/22

Video Capture

Case # 22-M0S903
Date: 12/22/2022

On December 22, 2022, I was tasked with re-installing the exterior camera, known
as the "Lightbulb Camera"” at 1112 King Road, to capture some comparison video
eand audio. I contacted one of the tenants, _, who gave me permission
to access her residence and conduct the recording

Upon arrival, I unplugged the power to the current router and removed the camera
from the light socket on the exterior of the residence. I then powered on the
router I had secured from the residence earlier and installed the camera I
secured as evidence earlier into the light socket. While instaliing the camera,
I hear a crack and felt the lightbulb base mount become lose. It should .be noted
the approximate temperature outside while installing the camera was between 5
and 9 degrees.

I previously had installed a new SDCard into the camera and powered on the
router and camera at the Moscow Police Department to ensure the carmera was
functionral.

I then was able to monitor the camera using the Homeye Prc app on my phone. Cpl
Brett Payne was able to drive a white colored vehicle into the view of the
camera. Sgt Dustin Blaker parked a vehicle near the residence and closed the
doors and trunk on a vehicle for audioc comparison. A K9 Unit from Lewis County
Sheriff's Office was utilized to capture barking audio comparison from the
residence.

Upon completion of the data collection, I powered off the evidentiary router and
removed the camera from the light socket. In doing so, the base detached from
the camera and a wire became disconnected. I gathered the router and camera,
placed them back into their evidentiary bags and returned them to the secure
computer forensic lab.

I reinstalled the current camera and reconnected the power to the new router. I
contacted - to ensure she could access her camera, and she responded in the

atfirmative. Cpl Payne and I then ensured the residence was locked and left the
residence without further incident

Upor returning to the Moscow Police Department, I was able to download the

/sds/app/force/uprt/lwsupl.x1 01/10/23

000243 |
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videos collected and they were saved to the server located in the secure
computer forensic lab.

Det. Lawrence Mowery - 162
Thu Dec 22 22:48:50 PST 2022

Reviewed By:
Sgt. Dustin Blaker #108
Tue Dec 27 07:11:16 PST 2022

/sds/app/forcefuprt/lwsupl.x 1

000244

01/10/23
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SUPPLEMENTAL NARRATIVE:
Supplement number: 94

Reporting Officer: Lawrence Mowery
Date: 14:28:15 01/04/23

KohbergerGmail Warrant Service

Case # 22-M09903
Date: 1/4/2023

On January 3, 2023, I applied and was granted a warrant for data related to the
email address of BryanChristopher1994Q@Gmail. com.

On January 3, 2023, at approximately 1517 hours, the warrant was served via the
Google Law Enforcement Portal locate at https://lers. google. com

On January 4, 2022, I received an email from Google stating the data requested
pursuant to the warrant was available. I logged into the Google LERS portal and
the files were downloaded to the forensic computers located in the secure
forensic computer lab at the Moscow Police Department.

I completed the warrant return receipt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also
emailed a copy of the receipt to Google (lers@google.com), as this was the
originating email address associated with the documents.

The data will be examined at my earliest convenience.

Det. Lawrence Mowery - 162
Wed Jan 04 14:28:26 PST 2023

Reviewed By:
Sgt. Dustin Blaker #108
Mon Jan 09 14:24:34 PST 2023

/sds/app/force/,uprtllwsupI.x2 . 01/10/23
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SUPPLEMENTAL NARRATIVE:
Supplement number: 100

Reporting Officer: Lawrence Mowery
Date: 15:24:54 01/05/23

Extreme Network Warrant

Case # 22-M09503
Date: 1/5/2023

On December 12, 2022, I applied for and was granted a warrant for Extreme
Networks to assist in unlocking a laptop located in the residence iocated at
1122 King Road. The laptop was being used by Kaylee Goncalves as a paid employee
of Extreme Networks. The warrant requested permission for Extreme Networks to
unlock or provide a password for the laptop.

Sgt Neill Uhrig assisted in the forensic examination of the laptop. I forwarded
the warrant to Sgt Uhrig who then served the warrant on December 12, 2022, at

approximately 1519 hours via email to _@hupd. harvard. edu.

On December 14, 2022, Sgt Uhrig received an email providing the encryption key
for the laptop. This allowed the data from the laptop to be forensically
acquired and examined by Sgt Uhrig.

I completed the warrant recurn receipt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. A copy of

the receipt was emailed to Extreme Networks (_@hupd. harvard. edu),
as this was the originating email address associated with the warrant.

Det. Lawrence Mowery - 162
Thu Jan 05 15:25:00 PST 2023

Reviewed By:
Sgt. Dustin Blaker #108
Wed Jan 11 17:23:04 PST 2023

/sds/app/force/uprv/lwsupl.x| 02/15/23
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SUPPLEMENTAL NARRATIVE:
Supplement number: 105
Reporting Officer: Lawrence Mowery

Date: 15:00:28 01/10/23
Kohberger Phone Data

Case 4 22-MCSS03
Date: 1/10/2022

On December 29, 2022, based on the above information, the Latah County Court
signed and order finding probable cause for the Criminal Complaint charging
Burglary, Idaho Code 18-1401, 1403, and four counts of Murder in the First
Degree, Idaho Code 18-4001, 4002, 4003, 4004, all Felonies. A warrant of arrest
was issued for Bryan C. Kohberger.

On December 29, 2022, Bryan Kohberger was arrested at his family's home 119
Lansden Drive, in Albrightsville, Pennsylvania. That same day a Pennsylvania
magistrate signed a search warrant for the residence which included Bryan
Kohberger's cell phone. Bryan Kohberger's cell phone was taken into evidence as
part of that search warrant. Kohberger's cell phone device is currently in
evicdence at the FBI - Philadelphia Regicnal Computer Forensic Laborazor
( PHRCFL) located at
phone data was extracted by FBI SSA
being served.

The
subsequent to the warrant

On January 9, 2023, I received a hard drive from SSA _ which contains a
copy of the data extracted from the phone belonging to Kohberger. The data is
saved on & Seagate 2TB External USB Drive with serial number #NA87T1GN and is
lapeled as Philadelphia RCFL evidence I I appiied for and was granted
a warrant seeking the evidence from the harcd drive provided by Pennsylvania
which contains & forensic image of Bryan Kohbercger's phone which was stored in
the secured computer forensics lab at the Moscow Police Department.

At 1550 hours on January 9, 2023, I served the warrant on the hard drive located
in the forensics lab. Pursuant to the warrant I downloacded the files to the
forensic computers located in the secure forensic computer lab at the Moscow
Police Department.

I completed the warrant return receipt and azffidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also lefc
a copy of the receipt and warrant with the drive, which was placed back into

evidence.

I began examining the data for any accounts linked to the phone and Kohberger
with other electronic service providers, such as Facebook, Snapchat, etc. I

/sds/app/force/uprt/lwsupl.x | 01/12/23
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located the following installed
usernames/passwords associated w
YikYak
Linkedin
Reddit
Twitter
Tinder
Dropbox
Washington Trust Bank
Paypal
Youtube
TikTok/Musically
Amazon
VisaPrePaidProcessing. com
When2Meet
Activision
GroupMe
NetTeller
Hulu
Instagram
Facebook
PSECU
Spotify
Booking. com
Travelocity
trava
NordvVvPN

pplications, website history, screenshots and
N
o

a i
ith an electronic service provider:

These electrcnic service providers may be storing data relevant to the
investigation, which may have been deleted from the device. I will be requesting
assistance from the Latah County Prosecutor's Office to apply for warrants to
these companies for any data from accounts related to the following identifiers
located in the phone data

BryanChristopherl994@¢mail. com

yewsirneighm@gmail. conm

bk5781Gdesales. edu

(509)592-8458

I will complete a complete examination of the data at my earliest convenience.

Det. Lawrence Mowery - 162
Tue Jan 10 15:01:23 PST 2023

Reviewed By:
Sgt. Dustin Blaker #108 i
Wed Jan 11 17:32:53 PST 2023 |

/sds/app/forcefuprt/lwsupl.x | 01/12/23
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SUPPLEMENTAL NARRATIVE:
Supplement number: 133

Reporting Officer: Lawrence Mowery
Date: 11:20:2501/30/23

Tinder Kchberger Warrant

Case % 23-M0S903
Date: 1/30/2023

On January 24, 2023, I applied for a warrant for the user subscriber information
and user data associated with a Tinder account of Bryan Kohberger with the any
of the following identifiers:

BryanChristopherl994@gmail. com

vewsirneighm@gmail. com

bk5>781Gdesales. edu

phone number (509) 592-8458

On January 25, 2023, the warrant was granted and signed by Magistrate Megan
Marshal with seven (7) cays to serve the legal process. January 26, 2023, at
approximately 0922 hours, the warrant was served via the Tinder Law Enforcement
Portal (https://www. lert. matchgroup. com). I received an email shortly after the
submission, confirming the receipt of the request and assigning the internal
reference

Later that day, I received a call from | HHIIIIINEEGER, customer Representative for
Match Group. - informed me they had located a previous account linked to the
email bryanchristopherl994€gmail. com, however, no further information was
available as the account was deleted. I requested any and all information
available for the deleted account.

On January 30, 2023, I received an email from Tinder stating the data requested
pursuant to the warrant was available to download. I logged into the Law
Enforcement Portal and began downloading the files to the forensic computcers
located in the secure forensic computer lab at the Moscow Police Department.

In reviewing the contents, I founcd several unique idenctifiers associated with
"bryan" associated with the b:yanchristopherl994@imail.com account. These UIDs

Wwere &lso associated with the phone number of 5889. The UIDs were as
follows:

/sds/app/forcefuprt/lwsupl.x 1 02/02/23
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A warrant return receipt and affidavit were completed and these documents were
sent to the Latah County Prosecutor's Office to be returned to the cour:c. A copy
of the receipt was sent to legaldept@match. com.

Det. Lawrence Mowery - 162
Mon Jan 30 11:20:34 PST 2023

REVIEWED-Tue Jan 31 08:31:07 PST 2023
CPL Payne #157

/sds/app/force/uprt/lwsupl.x 02/02/23
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SUPPLEMENTAL NARRATIVE: :
Supplement number: 134

Reporting Officer: Lawrence Mowery
11:23:38 01/30/23

Tinder Warrant MogenUsers

Case # 22-M09503
1/30/2023

On December 22, 2022, 2022, I applied and was granted a warrant for the user
subscriber information associated with accounts that communicated with Maddie
Mogen's Tinder Account using the following identifiers:

On December 22, 2022, 2022, at approximately 1519 hours, the warrant was served
via the Law Enforcement Portal (https://www. lert. matchgroup. con/).

On January 30, 2023, I receivec an email from Tinder stating the data requested

pursuant to

the warrant were available to download. I logged into the Law

Enforcement Portal and began downloading the files to the forensic computers
located in the secure forensic computer lab at the Moscow Police Department

I completed the warrant return receipt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned toc the court. I also
emailed a copy of the receipt to Tinder (legaldept@match.com), as this was the
originating email address associated with the documencs.

/sds/app/force/uprt/lwsupl.x 02/02/23
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Det. Lawrence Mowery - 162
Mon Jan 30 11:23:47 PST 2023

REVIEWED-Tue Jan 31 08:31:36 PST 2023
CPL Payne #157

/sds/app/forcefuprt/lwsupl.x 1 02/02/23
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SUPPLEMENTAL NARRATIVE:
Supplement number: 138
Reporting Officer: Lawrence Mowery

Date: 15:27:40 02/01/23
YikYak Kohberger Warrant

Case # 23-M09903
Date: 1/26/2023

On Januvary 24, 2023, I applied for a warrant for the user subscriber information
and user data associated with a YikYak account of Bryarn Kohberger with the any
of the following identifiers:

BryanChristopherl1894Qgmail. com

yewsirneighm@gmail. com

bk5781Gdesales. edu

phone number {509) 592-8458

On January 25, 2023, the warrant was granted and signed by Magistrate Megan
Marshal with seven (7) days to serve the legal process. January 26, 2023, at
approximately 0852 hours, the warrant was served via the YikYak Law Enforcement
Portal (https://yikyak.com/law-enforcement-request)

On January 27, 2023, I received an email from YikYak (lawenforcement@yikyak.com
with a response to the data requested pursuant to the warrant. A copy of the
email was saved to a computer in the secure forensic computer lab at the Moscow
Police Department.

In reviewing the contents, I found only the following information
Poster phone number: +1508553528458
Poster UID

I responded to the email, requesting clarification on if there was any way to
correlate the UID with posts from other UIDs, date logs of posts, or dates of
YikYaks viewed.

A warrant return receipt and affidavit were completed and these documents were
sent to the Latah County Prosecuter's Office to be returned to the court. A copy
of the receipt was sent to lawenforcement@yikyak.com, as this was the
originating email address associated with the documents.

Det. Lawrence Mowery - 162
Wed Feb 01 15:27:44 PST 2023

/sds/app/force/uprt/lwsupl.x | 02/03/23
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R

SUPPLEMENTAL NARRATIVE:
Supplement number: 139

Reporting Officer: Lawrence Mowery
Date: 13:02:25 02/02/23

Dropbox Kohberger Warrant

Case # 23-M09903
Date: 1/26/2023

On Januvary 24, 2023, I applied for a warrant for the user subscriber information
and user date associated with a Dropbox account of Bryan Kohberger with the any
of the following identifiers:

BryanChristopherl1994@gmail. com

vewsirneighm@gmail. com

bk5781@desales. edu

phone number (509) 552-8458

On January 25, 2023, the warrant was granted and signed by Magistrate Megan
Marshal with seven (7) days to serve the legal process. Cn January 30, 2023, at
approximately 1203 hours, the warrant was served via the Dropbox Law Enforcement
Portal (https://dropbox-legal. force.com). I received an internal reference

On February 2, 2023, I received an email from Dropbox stating the data requested
pursuant to the warrant was available to download. I logged into the Law
Enforcement Portal and began downloading the files to the forensic computer
located in the secure forensic computer lab at the Moscow Police Department.

In reviewing the data, it showed the account belonged to Bryan Kohberger with an
email address of bk578l@desales.edu. The account was created on March 5, 2021.
It showed the last log-in date of March 9, 2021 0240 UTC.

there was three (3) files in the account data. Two appear to be associated with
using the Dropbox service. The third was an MP4 video titled, "Kids for

Cash. mp4." This appears to be a movie released in 2013 and IMDB. com provides the
following as an overview:

Kicds for Cash is a riveting look behind the notorious judicial scandal that
rocked the nation. Beyond the millions paid and high stakes corruption, Kids for
Cash exposes a shocking American secret. In the wake of the shootings at
Columbine, a small town celebrates a charismatic judge who is hell-bent on
keeping kids in line until one parent dares to question the motives behind his
brand of justice. This real life thriller reveals the untold stories of the
masterminds at the center of the scandal and the chilling aftermath of lives
destroyed in the process a stunning emotional roller coaster.

/sds/app/force/uprt/lwsupl.x | 02/03/23
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A warrant return receipt and affidavit were completed and these documents were
sent to the Latah County Prosecutor's Office to be returned to the court. A copy
of the receipt was sent to records@dropboxlegal.com, as this was the originating
email address associated with the documents.

Det. Lawrence Mowery - 162
Thu Feb 02 13:02:28 PST 2023

REVIEWED-Thu Feb 02 16:28:41 PST 2023
CPL Payne #157

/sds/app/force/uprt/lwsupl.x1 02/03/23
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SUPPLEMENTAL NARRATIVE:
Supplement number: 144

Reporting Officer: Lawrence Mowery
Date: 14:58:32 02/15/23

Twitter Kohberger Warrant

Case #§ 23-M09903
Date: 1/26/2023

On January 24, 2023, I applied for a warrant for the user subscriber information
and user data associated with a Twitter account of Bryan Kohberger with the any
of the following identifiers:

BryanChristopherl994@gmail. com

yewsirneighm@gmail. com

bk5781@desales. edu

phone number (509) 592-8458

On Januvary 25, 2023, the warrant was granted and signed by Magistrate Megan
Marshal with seven (7) days to serve the legal process. I attempted several
times to serve the warrant via the Law Enforcement Portal

(https: //legalrequests. twitter. com), however Twitter would not recognize my city
issuved email as government issued. An extension to the warrant service was
requested and granted by the courc.

I was finally able to gain access February 6, 2023, at approximately 0813 hours,
the warrant was served via the Twitter Law Enforcement Portal I received an
email shortly after the submission, confirming the receipt of the request and

assigning the internal Case _

On February 12, 2023, I received an email from Twitter stating the data
requested pursuant to the warrant was available to download. On February 15,
2023, I logged into the Law Enforcement Portal and began downloading the files
to the forensic computers located in the secure forensic computer lab at the
Moscow Police Department.

In reviewing the contents, I found the following data:
"accountIid” : GGG

"pheneNumber" : _7312"

"userCreationIp" : _

"createdAt” : "2015-10-21T20: 56:21,5002",
"email"™ : "bryanchristopherl99%4@gmail. com",

"createdVia" : 7
"username” :

"accountDisplayName" : _

/sds/app/force/uprt/lwsupl.x1 02/16/23

005401




}
l

Supplemental Report 22-M09903 Page 2 of 2
A warrant return receipt and affidavit were completed and these documents were
sent to the Latah County Prosecutor's Office to be returned to the court.
of the receipt was sent to support@twitter.com, as this was the originating
email address associated with the documents.
Det. Lawrence Mowery - 162
Wed Feb 15 14:58:40 PST 2023
REVIEWED-Thu Feb 16 11:01:30 PST 2023
CPL Payne #157
02/16/23
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SUPPLEMENTAL NARRATIVE:
Supplement number: 148

Reporting Officer: Lawrence Mowery
Date: 14:52:46 02/20/23

Google Yewsirneighm Warrant

Case # 23-M09303
Date: 1/26/2023

On January 24, 2023, I applied for a warrant for the user subscriber information
and user data associated with a Twitter account of Bryan Kohberger with the any
of the following identifiers:

yewsirneighm@gmail. com

On January 25, 2023, the warrant was granted and signed by Magistrate Megan
Marshal with seven (7) days to serve the legal process. January 26, 2023, at
approximately 0911 hours, the warrant was served via the Google Law Enforcement
Portal (https://lers.google.com. I received an email shortly after the
submission, confirming the receipt of the request and assigning the internal
reference

On February 19, 2023, I received an email from Google stating the data requested
pursuant to the warrant was available to download. On February 20, 2023, I
logged into the Law Enforcement Portal and began downloading the files to the
forensic computers located in the secure forensic computer lab at the Moscow
Police Department.

In reviewing the contents, I found the following subscriber information:
Google Account ID:

Name: Mastery M

Given Name: Mastery

Family Name: M

Created on: 2019-03-05 19:51:42 2

Terms of Service IP: 24.102.212.45

Terms of Service lLanguage: ern

Birthday ( Month Day, Year): November 21, 1994

Last Updated Date: 2022-07-24 00:23:52 Z

Last Logins: 2022-07-24 00:23:52 Z, 2021-12-20 09:18:19 2, 2021-06-23 16:43:27 2
Last Login IP: 94.140.8.103

I then examined the Google Play library associated with the account and located
the following

HEinge Dating App: Meet People Acquisition Time: 2022-02-12T20:28:13.5362Z
Bumble - Dating. Friends. Bizz Acguisition Time: 2022~02-13T22:40:15.9472

/sds/app/force/uprt/lwsupl.x | 02/21/23
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In examining the email content associated with the Gmail account I found emails

referencing a Twitch account with the username of I also located

emails associated to a YouTube account using the Gmail account that referenced a

A warrant return receipt and affidavit were completed and these documents were

sent to the Latah County Prosecutor's Office to be returned to the court. A copy

of the receipt was sent to LERSG@google.ccm, as this was the originating email

acddress associated with the documents

Det. Lawrence Mowery - 162

Mon Feb 20 14:53:01 PST 2023

REVIEWED-Tue Feb 21 08:50:43 PST 2023

CPL Payne #157

/sds/app/forcefuprt/lwsupl.x1 02/21/23
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SUPPLEMENTAL NARRATIVE:
Supplement number: 152

Reporting Officer: Lawrence Mowery
Date: 12:37:22 02/22/23

TikTok Multi Warranc

Case # 23-MD9%03
Date: 2/22/2023

On December 13, 2023, I applied for and was granted a warrant for the user
subscriber information and user data associated with TikTok accounts of Maddie
Mogen, Kaylee Goncalves and Xana Kernodle with the any of the following
identifiers:

I ¢ o201 con

-2

| RDE

I ;- oo o

I . -i 1. conm

I : ;i 1. com

[ JRRE

On December 13, 2022, at approximately 1641 hours, the warrant was served via
the TikTck Law Enforcement Portal

{https: //law-enforcement-tiktok-uscan. zendesk. con/). I received an email shortly
after the submission, confirming the receipt of the recuest and assigning the
internal reference

Cn January 18, 2023, I received an email from TikTok stating the data requested
pursuant to the warrant was available to download. On December 20, 2023, I
logged into the Law Enforcement Portal and began downloading the files to the
forensic computers located in the secure forensic computer lab at the Moscow
Police Department

After briefly reviewing the contents, I found data associated with accounts for
Maddie Mcgen, Kaylee Goncalves, and Xana Kernodle.

A warrant return receipt and affidavit were completed ard these documents were
sent to the Latah County Prosecutor's Office to be returned to the court. A copy
of the receipt was sent to support@law-enforcement-tiktok-uscan. zendesk.com, as
this was the originating email address associated with the documents.

Det. Lawrence Mowery - 162
Wed Feb 22 12:37:28 PST 2023

/sds/app/force/uprt/lwsupl.x1 02/23/23
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SUPPLEMENTAL NARRATIVE:
Supplement number: 169

Reporting Officer: Lawrence Mowery
Date: 09:21:47 03/22/23

Strava Kohberger Warrant

Case # 23-M09903
Date: 3/22/2023

On February 23, 2023, I appliecd for a warrant for data associated with any
Strava accounts linked to Bryan Kohberger by recovery email, cookie, Andreid ID,
Creation IP or phone number with any of the following identifiers:

{509)592-8458

7312

bryanchristopherl1994@gmail. com
yewsirneighmégmail. com
bk5781€desales. edu

On February 26, 2023, the warrant was granted and sigred by Magistrate Megan
Marshal with 14 days to serve the legal process. On March 1, 2023, at
approximately 1024 hours, the warrant was served via the email (DPO@sctrava.com)
I received an email shortly after the submission, confirming the receipt of the
request and assigning the Strava ticket #2579818

On March 15, 2023, I received an email from Strava stating the data requested
pursuant to the warrant was available to download. On March 22, 2023, I logged
into the Law Enforcement Portal and began downloading the files to the forensic
computers located in the secure forensic computer lab at the Moscow Police

Department.

In reviewing the contents, I found the user of the account had a DOB of November

21, 1994 and logged into the account on July 31, 2022 at 0508 hours from the IP
address of “ This IP address showed it may be located near

Sammamish, WA and is sourced to Leaseweb Seattle. The mobile device ID # showed
I found the twe saved run routes, both located on or near the Washington State
University.

In continuing to review the data, I found the account was following no other
accounts, and only had followers after December 31, 2022.

A warrant return receipt and affidavit were completed ard these documents were
sent to the Latah County Prosecutor's Office to be returned to the court. A copy

/sds/app/forcefuprt/lwsupl.x | 03/22/23
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of the receipt was sent to DPOQRstrava.com, as this was the originating email
address associated with the documents.

Det. Lawrence Mowery - 162
Wed Mar 22 09:21:54 PDT 2023

REVIEWED-Wed Mar 22 11:55:28 PDT 2023
CPL Payne #157

/sds/app/force/uprt/lwsupl.x 1 03/22/23
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Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 172

Reporting Officer: Lawrence Mowery
Date: 14:34:10 03/23/23

Reddit Kohberger Warrant

Case # 23-M09903
Date: 1/26/2023

On January 24, 2023, I applied for a warrant for the user subscriber information
and user data associated with a Reddit account of Bryan Kohberger with the any
of the following identifiers:

BryanChristopherl19%4@gmail. com

vewsirneighm@gmail. com

bk5781@desales. edu

phone number (509) 592-8458

Or January 25, 2023, the warrant was granted and signed by Magistrate Megan
Marshal with seven (7) days to serve the legal process. January 26, 2023, at
approximately 0306 hours, the warrant was served via email
(lawenforcement@reddit. com)

On February 8, 2023, I received an email from Reddit stating the data requested
pursuant to the warrant was available to download. On March 22, 2023 I
downloaded the files to the forensic computers located in the secure forensic
computer lab at the Moscow Police Department. The email stated they located
records related to the BryanChristopherl9%4@gmail. com and bk3781@desales. edu
emails.

In reviewing the contents associated with the BryanChristopherl994@gmail. com
email, I found the account name was _ and the registration date was
September 24, 2021 at 1054 UTC. The registration IP was || ~h:ich
showed a location near Albrightsville, Pennsylvania with PenTeleData. The email
acddress for this account showed as verified.

In reviewing these files, I located a file labelled comment votes.csv. This file
contained the following permalinks in the data
https://www.reddit.com/r/Felons/comments/v729kf/research_participation_needed_re
post/ibo3mag/
https://www.reddi:,com/r/Eelons/comments/vlyajl/research_participation_needed/ia
rn65£/
https://www.reddit.com/r/Felons/comments/v7z9kf/research_participation_needed_re
post/ibnvh3b/
https://www.reddit.conJr/Felons/comments/vlyaj1/research_participation_needed/ia

/sds/app/force/uprt/lwsupl.x 1 03/27/23
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t28zs/
https://www.reddit.com/:/Felons/comments/v8pe09/what_were_your_struggles_as_a_fe
lon_right_afcer/ibsw3g4d/
https://www.reddit.com/r/Felons/comments/vlyajl/research_participation_needed/ia
sduew/

attps: //www. reddit. com/r/TrueOffMyChest/comments/v7i0rf/i_make_my_husband want t
o_kill himself/iblwébi/

In the post_votes.csv data file, the following permzlinks were located
https://www.reddit.com/r/ExCons/comments/v7zatc/research_participation_needed_re
post/
https://www.:eddit.corvr/?rison/comments/vBaslf/i_think_prisons_should_be_segreg
ated_by race/
https://www.reddit.com/r/Unexpected/comments/v8g4zq/deleted_by_user/
https://www.reddit.com/r/Felons/comments/v8peo9/what_were_your_struggles_as_a_fe
lon_right_after/
https://www.reddi:.com/r/?rison/comments/v7zbkc/research_participation_needed_re
post/
ht:ps://www.reddit.com/r/Prison/comments/v3vnn9/research_participation_needed/
ht:ps://www.reddit.com/r/PrisonTalk/comments/v7z9yj/research_participation_neede
d_repost/
https://www.reddit.com/:/Felons/comments/v7z9kf/resea:ch_participa:ion_needed_re
post/

https: //www. reddit. con/r/Felons/comments/v85835/stopping studiesresearchpollgues
tions_for _felons/
https://www.reddit.coxvr/prisons/comments/v7zaic/research_participation_needed_r
epost/
https://www.reddit.conur/KidsA:eFuckingStupid/comments/v832d3/theres_accidents_t
hen_theres_these/

I sent an emzil to Reddit to ask for clarification on what these datza file
directly relate to, but have not received clarification at the time of this
report.

In reviewing the contents associated with the bk578ifdesales.edu email, I found
tWO accounts associated with the email. The first account name was

_ and the registration date was December 30, 2022 at 2158 UTC. The
registration IP was , which showed a location near Tampa, Florida
with Frontier Communications. This account also showed additional IP logins from
Florida on January 2, 2023, January 4, 2023, January 4, 2023 and January 11,
2023. The email address showed it was not verified. During these dates,
Kohberger was incarcerated and was not in Florida. With this information, I
believe this account was a fake account.

The second account name was _ and the registration date was

April 1, 2022 at 2039 UTC. The registration IP was , which showed a
location near Albrightsville, Pennsylvania with PenTeleData. A second login IP
was registered as _ on Novemper 21, 2022 at 2210 UTC, which showed
a location near Kansas City, MO with Level 3 Communications. This IP address
also showed a high probability of being a VPN exit point. The email address
showed it was verified.

In reviewing these files, I located a file labelled comment votes.csv. This file
contained the following permalinks in the data

https://www.reddit.com/r/Felons/conments/vlyajl/research_participation_needed/ia
squew/

/sds/app/force/uprt/lwsupl.x 1
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https://www.reddit.com/r/Felons/comments/vlyajl/research_participacion_needed/ia
t28zs/
https://www.reddit.com/r/Felons/comments/v7z9kf/resea:ch_pa:ticipation_needed_re
post/ibo3mag/
https://www.reddit.com/r/Felons/comments/vlyajl/research_participation_needed/ia
rn65f/
https://www.:eddit.conMr/Felons/comments/v?z9kf/research_participation_needed_re
post/ibnvh3b/

In the messages.csv data file, the following were located:

2022-06-03 09:45:02 UTC

From

To:

Subject: Research Survey

"Hello,

I atctempted to post a survey to the r/Prison sub-reddit, but my post was
automatically removed. I imagine that this may be due to the lack of activity on
my account. As I have seen others post research recruitment posts on this
sub-reddit within the past few months, would it be possible to cbtain approval
to submit a recruitment post to r/Prison? The recruitment post has my
information in it, and the survey itself has an informed consent form that
confirms my affiliation. I have been able to post my survey to other sub-reddits
such as r/ExCons and r/Felons. You can look at the specifics of my recruitment
post by looking at these posts.

Thanks in advance,

Bryan"

2022-06-03 18:09: 52 UTC

From: _

ro: [

Subject: re: Research Survey

"I just approved the most recent one you posted. I have the automod filter
comments of new accounts or super low karma. You should be fine now."

2022-06-04 02:36:09 UTC

From: AutoModerator

ro: I

Subject: Thank you for posting to _

"https: //www. reddit. com/r/Prison/comments/v3vnnd/research_participation needed/

We want to remind you to flair your submission with an appropriate link flair to
better serve any questions/discussion you may have. You can find the flair
option at the bottom of your post on the same line where you would click to edit
your post. A failure to flair your post may result in a removal of your thread.
We also want to remind you that if your post doesn't show up, please contact the
moderation team to have your post reviewed and approved. Thank you for your
cooperation in advance

*I am a bot, and this action was perfcrmed automatically. Please [contact the
moderators of this subreddit](/message/compose/?to=/r/Prison) if you have any
questions or concerns. *"

2022-06-08 20:36:44 UTC

From

Te:

Subject: Repost of Research Survey
"Hello,

/sds/app/force/uprt/lwsupl.x1
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Would it be possible to have a repost of my recruitment post approved for
submission? I think it would be beneficial for the recruitment effort.

Thanks, 7

Bryan”

2022-06-0% 01:18:34 UTC

From: Felons

To:

Subject: You've been temporarily banned from participating in r/Felons

"You have been temporarily banned from participating in r/Felons. This ban will
last for 1 days. You can still view and subscrike to r/Felons, but you won't be
able to post or comment.

Note from the moderators:

> We do not approve of these post, please stop posting this

If you have a guestion regarding your ban, you can contact the moderator team
for r/Felons by replying to this message.

**Reminder from the Reddit staff**: If you use another account to circumvent
this subreddit ban, that will be considered a violation of [ the Content
Policy](https://reddit.com/help/contentpolicy#section_prohibited_behavio:) and
can result in your account being

[ suspended]{ https: //www. reddithelp. com/en/categories/reddit-101/rules-reporting/
account-and-community-restrictions/suspensions) from the site as a whole."
2022-06-C% 02:55: 01 UTC

From

To:

Sukject: re: Repost of Research Survey

"Done”

2022-06-11 09:00:27 UTC

From reddit

To:

Subject: We Have Reviewed Yocur Report

"Thanks for submitting a report to Reddit. Your report and the related content
have azlready been processed through our anti-abuse systems for review. It has
been determined that the reported content does not viclate [ Reddit&€™s Content
Policyl(https://www. redditinc. com/policies/content-policy).

If youd€™d like to restrict contact from the account({s) you reported, you can
block them in your [Safety and Privacy)(https://www. reddit. com/settings/privacy
settings. You can alsc hide any posts or comments you dond€™t want to see by
selecting Hide from the &€wxi€ 4€0 menu

If you see any other site policy violations or continue to have problems,

[ submit a new report](https://www. reddit. com/report) to let us know and wed€™ll
take further action, as appropriace.

Thanks again for your report, and for looking out for yourself and your fellow
redditors. Your reporting helps make Reddit a better, safer, and more welcoming
place for everyone.

If you think this decision may have been a mistake, you can send us a message
from [ this

link] (https: //www. reddit. com/message/compose?to=%2Fr$2Freddit. coms subject=Reques
£%202nd%20review%200f%$20report: $20ID%2042260684) to request your report be
re-reviewed.

For your reference, here are additional details about your report:

**Report Details~*~

Report Reason: it's targeted harassment at me

Submitced on: 2022-06-10 20:47:13 UTC

/sds/app/force/uprt/lwsupl.x1 03/27/23

008165




Supplemental Report 22-M09903 Page 5of 6

Reported account(s): BlackSaiyan2020

Link to reported content:

https: //www. reddit. com/r/felons/comments/v7z9kf/comment/ibo3maq

*This is an automated message; responses will not be received by Reddit
admins. *"

In the post_votes.csv data file, the following permalinks were located:
https://www.reddit.com/r/ExCons/comments/v7zatc/research_participation_needed_re
post/
https://www.reddit.com/r/Prison/comments/v7zbkc/research_participation_needed_re
post/

https://www.reddit.com/r/Prison/comments/v3vln0/deleted_by_user/

https: //www. reddit. com/r/Prison/comments/v3vlfz/survey participants needed/
https://www.reddit.com/r/PrisonTalk/comments/vhx7cd/deleted_by_user/

https: //www. reddit. com/r/Prison/comments/v3vikp/research_participation needed/
https://www.reddit.com/r/PrisonTalk/comments/v7z9yj/research_participation_neede
d_repost/
https://www.reddit.com/r/prisons/comments/vhx73g/research_participation_needed/
https://www.reddit.com/r/Felons/comments/v7z9kf/research_participation_needed_re
post/

https: //www. reddit. com/r/Felons/comments/v85835/stopping_studiesresearchpollques
tions_for_felons/
https://www.reddit.com/r/prisons/comments/v?zaic/research_participation_needed_r
epost/

https: //www. reddit. com/r/ExCons/comments/vhx6rh/research_participation_needed re
post/

https: //www. reddit. com/r/Prison/comments/v3vnn9/research_participation needed/

In the posts.csv data file, several posts containing the similar data in the
body field was located. They all showed the same IP address of 24.102.212.45
with dates between June 3, 2022 and June 22, 2022. The subject line showed
variations of "Research Participation Needed" and was posted to subreddit pages
of Prison, Felons, PrisonTalk , prisons, and ExCons. The following urls were
located:

/r/Prison/comments/v3vjkp/research participation needed/
/r/Prison/comments/v3vlfz/survey_participants_needed/
/r/Prison/comments/v3vnn9/research participation needed/
/r/Felons/comments/v7z9kf/research participation needed repost/
/r/PrisonTalk/comments/v7z9yj/research_participation_needed repost/
/r/prisons/comments/v7zaic/research_participation_needed repost/
/r/ExCons/comments/v7zatc/research_participation_needed repost/
/r/Prison/comments/v7zbkc/research_participation_needed repost/
/r/ExCons/comments/vhxérh/research_participation_needed repost/
/r/prisons/comments/vhx73g/research_participation_needed/

The text associated with these posts was:

"Hello,

My name is Bryan, and I am inviting you to participate in a research project
that seeks to understand how emotions and psychological traits influence
decision-making when committing a crime. In particular, this study seeks to
understand the story behind your most recent criminal offense, with an emphasis
on your thoughts and feelings throughout your experience. In the event that your
most recent offense was not one that led to a conviction, you may still
participate. Additional surveys are included after the open-ended section as to
best understand your unique traits. The study should take about 30 minutes to
complete fully.

/sds/app/force/uprt/lwsupl.x1 03/27/23

008166




Supplemental Report 22-M09903 Page 6 of 6

**Your identity and all answers provided are completely confidential, and the
link to the survey is also an anonymous link. This research has been approved by
the DeSales University IRB. **

**Participants must be 18 years of age and older.**

**If you opt to participate, you may terminate participation at any time and for
any reason. **

If you have any questions about this research, you may contact the research team
via email:

Student Investigator: Bryan Kohberger at

[ bk5781@desales. edu] (mailto: bk5781@desales. edu).

**Anonymous link to the study: **
[https://desales.iadl.qualtrics.com/jfe/form/SV\_ex3bk7xDldeprC](https://desale
s.iadl. qualtrics. com/jfe/form/SV_ex3bk7xDldepWgC)

Thank you for your time!"

A warrant return receipt and affidavit were completed and these documents were
sent to the Latah County Prosecutor's Office to be returned to the court. A copy
of the receipt was sent to lawenforcement@reddit.com, as this was the
originating email address associated with the documents.

Det. Lawrence Mowery - 162
Thu Mar 23 14:34:21 PDT 2023

REVIEWED-Thu Mar 23 15:45:26 PDT 2023
CPL Payne #157

/sds/app/forcefuprt/lwsupl.x1 : 03/27/23
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Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 180
Reporting Officer: Lawrence Mowery

Date: 12:12:55 03/29/23
Reddit Definitions

Case # 22-M09903
Date: 3/29/2023

On March 29, 2023, I received an email response from Reddit Legal Support in
reference to my inquiry of the contents of the three data files received
(Comment_votes.csv, Poll _votes.csv, and Post_votes. csv).

The email stated the following:

Reddit is in receipt of your message, and does not have a standard document
outlying each data category. However, in response to your question regarding
specific categories:

Comment_votes. csv - This file relates to the comments that the user upvoted or
downvoted, if any. For more information on how voting works, please click here.
Poll_votes.csv - This file relates to Polls that the user participated in, if
any. For more information on polls, please click here.

Post_votes.csv - This file relates to the posts that the user upvoted or
downvoted, if any. For more information on how voting works, please click here.
Please contact us if you have any additional questions.

Kind regards,.

Reddit Legal Support

Det. Lawrence Mowery - 162
Wed Mar 29 12:13:00 PDT 2023

REVIEWED-Wed Mar 29 12:25:35 PDT 2023
CPL Payne #157

/sds/app/force/uprt/lwsupl.x 1

008545

03/30/23




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 182

Reporting Officer: Lawrence Mowery
Date: 15:00:47 04/11/23

Snapchat Technical Issue

Case % 22-M09903
Date: 4/11/2023

On April 7, 2023, I received an email from Snapchat in reference to the warrant
served on November 21, 2022 for the accounts of _
-4818 (assocliated with _), -2881 (associated with
)

’ 4782 (associated with . -85

(associated with

This email stated Snap Inc. discovered a "technical issue appears to have
impacted the records produced on or about November 28, 2022." The email
continued by stating, "As & result of the technical issue, Snap may not have
produced certain data responsive to your Search Warrant. Therefore, after
remediating the technical issue, Snap is regenerating the production responsive
to your Search Warrant." This was in linked to Snapchat reference _
which was the reference for the warrant served on Snapchat for the previous
accounts.

I was able to log into the law enforcement portal and download the data. This
cdata was stored in the secure forensic computer lab at the Moscow Police
Department.

Det. Lawrence Mowery - 162
Tue Apr 11 15:00:59 PDT 2023

REVIEWED-Wed Apr 12 08:20:39 PDT 2023
CPL Payne #157

/sds/app/force/upri/lwsupl.x1 04/12/23
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Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 185

Reporting Officer: Lawrence Mowery
Date: 11:24:5504/13/23

Snapchat Extended Warrant

Case # 23-M05903
Date: 4/13/2023

On March 30, 2023, I applied for & warrant for user data from June 23, 2022, to
August 1, 2022 associated with the Snapchat accounts with the any of the
following identifiers:

Xana Kerncdle with identifier YN
Kaylee Goncalves with identifier "_4;818"
Ethan Chapin with identifier | NN
Dylan Mortensen with identifier | ENEGg:752"
Bethany Funke with identifier 3185"

Madison Mogen with identifier _

A previous warrant to Snapchat requested the date range "August 1, 2022, to
Novemker 20, 2022." Based on information obtained from Washington Statce
University, Bryan Kohberger moved to the Pullman, Washington on or about June
23, 2022. I requested both historical records and real time/provisional records
in order to determine if Kohberger had any interactions with the victims leading
up to the November 13, 2022 crime.

On March 30, 2023, the warrant was granted and signed by Magistrate Megan
Marshal with fourteen (14) days to serve the legal process. On April 3, 2023, at
approximately 1036 hours, the warrant was served via the Snapchat Law
Enforcement Portal (https://less.snapchat.com/). I received an email shortly
after the submission, confirming the receipt of the request and assigning the

internal reference | IEIEINIIGEN

On April 13, 2023, I received an email from Snapchat stating the data reguested
pursuant to the warrant was available to download. I logged into the Law
Enforcement Portal and began downloading the files to the forensic computers
located in the secure forensic computer lab at the Moscow Police Department.

A warrant return receipt and affidavit were completed and these documents ware
sent to the Latah County Prosecutor's Office to be returned to the court. A copy
of the receipt was sent to lawenforcement@snapchat.com, as this was the
originating email address associated with the documents.

Det. Lawrence Mowery - 162
Thu Apr 13 11:24:59 PDT 2023

/sds/app/force/uprt/lwsupl.x1 04/14/23

009258




Supplemental Report 22-M09903 Page 2 of 2

REVIEWED-Thu Apr 13 12:10:08 PDT 2023
CPL Payne #157

/sds/app/forcefuprt/lwsupl.x1 ) 04/14/23
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Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 186

Reporting Officer: Lawrence Mowery
Date: 11:25:13 04/13/23

ATT Extended Warrant

Case # 23-M0SS03
Date: 4/13/2023

On March 23, 2023, I applied for a warrant for the Call Data Records for Maggie
Mogen _-1278 and Xana Kernodle -1224 between the time period of:
June 23, 2022, to August 1, 2022.

A previous warrant reguested the date range "August 1, 2022 to present." Based
on information obtained from Washington State University, Bryan Kohberger moved
to the Pullman, Washington on or about June 23, 2022. I requested both
historical records and real time/provisional records in order to determine if
Kohberger had any interactions with the victims leading up to the November 13,
2022 crime.

Cn March 30, 2023, the warrant was granted and signed by Magistrate Megan
Marshal with fourteen (14) days to serve the legal process. Cn April 3, 2023, at
approximately 0912 hours, the warrant was served via email (gldc@att.com)., I
received an email shortly after the submission, confirming the receipt of the
reguest.

On April 12, 2023, I recelved an email from AT&T with the data requested
pursuant to the warrant was available to download. On April 13, 2023, I
downloaded the files to the

forensic computers located in the secure forensic computer lab at the Moscow
Police Department.

A copy of the data was provided to the FBI CAST Team for analysis.

A warrant return receipt and affidavit were completed and these documents were
sent to the Latah County Prosecutor's Office to be returned to the court. A copy
of the receipt was sent to AT&T Globel Legal Demand Center {compcentRatt.com),
as this was the originating email address associated with the documents.

Det. Lawrence Mowery - 162
Thu Apr 13 11:25:21 PDT 2023

REVIEWED-Thu Apr 13 12:30:44 PDT 2023
CPL Payne #157

/sds/app/forcefupr/lwsupl.x | 04/14/23

009260




Lawrence Mowe:z

From: Team Snapchat (LEO) <lawenforcement@snapchat.com>
Sent: Friday, April 7, 2023 11:30 AM

To: Lawrence Mowery

Subject: Re: [LESS}[0f27f10cfa) LP Request

##- Please type your reply above this line -##

Your request -) has been updated. To add additional comments, reply to this email.

Snapchat LEO (Snapchat)
Apr 7, 2023, 6:29 PM UTC

Hello,

Snap Inc. (“Snap”) discovered that a technica! issue appears to have impacted the records produced on or about
November 28, 2022 pursuant to the above-referenced legal process dated November 21, 2022 (“the Search Warrant”)

that pertained to the Snapchat account(s) [ N EIEP. . B 2513 (associated with _),

I 225 (2ssociated with [N <732 (associated with (D [ 3155 (ossociated
with _) (“the Account(s)”).

As a result of the technical issue, Snap may not have produced certain data responsive to your Search Warrant.
Therefore, after remediating the technical issue, Snap is regenerating the production responsive to your Search Warrant,

which you will receive in a separate email from LEQ Delivery <no_reply@snapchat.com>. Please note that this

production will contain the information previously produced on November 28, 2022 as well as additional data. As such,
you should consider this production a superseding production. Please also note that the provided production link will
expire 30 days following this communication.

You may respond to this email if you have any questions about this matter.

Regards,

Snap Inc. Law Enforcement Operations

Attachment(s)
Letter and Cert 0f27f10cfa.pdf

1
009261




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 190

Reporting Officer: Lawrence Mowery
Date: 11:28:31 05/02/23

Facebook Extended Warrant

Case # 23-M09903
Date: 5/2/2023

On March 30, 2023, I applied for a warrant for user data from June 23, 2022, to
August 1, 2022 associated with the Facebook accounts with the any of the
following identcifiers:

Madison "Maddie" Mogen with the following IDENTIFIER NN
Dylan Mortensen with the following IDENTIFIE_'
Bethany Funke with the following IDENTIFIER

Kaylee Gencalves with the following IDENTIFIER
Ethan Chapin with the following IDENTIFIER

Xana Kernodle with the following the IDENTIFIER '[EGTTTTGN'

A previous warrant to Facebook reguested the date rance "August 1, 2022, to
November 19, 2022." Based on information obtained from Washington State
University, Bryan Kohberger moved to the Pullman, Washington on or about June
23, 2022. I requested both historical reccrds and real time/provisional records
in order to determine if Kohberger had any interactions with the victims leading
up to the November 13, 2022 crime.

On March 30, 2023, the warrant was granted and signed by Magistrate Megan
Marshal with fourteen (14) days to serve the legal process. On April 3, 2023, at
approximately 1002 hours, the warrant was served via the Facebook Law
Enforcement Portal ( https://www. facebook. com/records/). I received an email
shortly after the submission, confirming the receipt of the request and

assigning the internal reference _

On April 26, 2023, I received an email from Facebook stating the data reguested
pursuant to the warrant was available to download. I logged into the Law
Enforcement Portal and began downloading the files to the forensic computers
located in the secure forensic computer lab at the Moscow Police Department.

A warrant return receipt and affidavit were completed and these documents were
sent to the Latah County Prosecutor's Office to be returned to the court. A copy
of the receipt was sent to records@records. facebook.com, as this was the
originating email address associated with the documents.

Det. Lawrence Mowery - 162
Tue May €2 11:28:54 PDT 2023

/sds/app/force/uprt/lwsupt.x | 05/04/23
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Supplemental Report 22-M09903 Page 2 of 2

REVIEWED-Tue May 02 13:58:32 PDT 2023
CPL Payne #157

/sds/app/force/uprt/lwsupl.x1 05/04/23
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Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 191

Reporting Officer: Lawrence Mowery
Date: 11:31:16 05/02/23

Verizon Extended Warrant

Case # 23-MD9903
Date: 5/2/2023

On March 30, 2023, I applied for a warrant for Call Data Records from June 23,
2022, to RAugust 1, 2022 associated with the T-Mobile accounts with the any of
the following identifiers:

Verizon Wireless Number: 3185

Verizon Wireless Number: 1841

A previous warrant to Snapchat reguested the date range "August 1, 2022, to
November 20, 2022." Based on information obtained from Washington State
University, Bryan Kohberger moved to the Puliman, Washington on or about June
23, 2022. 1 requested both historical records and real time/provisional records
in order to determine if Kohberger had any interactions with the victims leading
up to the November 13, 2022 crime.

On March 30, 2023, the warrant was granted and signed by Magistrate Megan
Marshal with fourteen (14) days to serve the legal process. Or April 3, 2023, at
approximately 1104 hours, the warrant was served via the Verizon Law Enforcement
Email ( VSAT. CCTE@one. verizon. com).

On May 1, 2023, I received ar email from Verizon stating the data requested
pursuvant to the warrant was available to download. I logged into the Law

Enforcement Portal and began downloading the files to the forensic computers
located in the secure forensic computer lab at the Moscow Police Department.

A warrant return receipt and affidavit were completed and these documents were
sent to the Latah County Prosecutor's Office to be returned to the court. A copy
of the receipt was sent to mail@sf-notifications.com, as this was the
originating email address associated with the documents

Det. Lawrence Mowery - 162
Tue May 02 11:31:1% PDT 2023

REVIEWED-Tue May 02 13:5%8:07 PDT 2023
CPL Payne #157

/sds/app/force/uprt/lwsupl.x | 05/04/23

013016




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

o ——————————————————— L T——

SUPPLEMENTAL NARRATIVE:
Supplement number: 193

Reporting Officer: Lawrence Mowery
Date: 10:33:06 05/10/23

Instagram Extenced Warrant

Case # 23-M09903
Date: 5/10/2023

Cn March 30, 2023, I applied for a warrant for user cata from June 23, 2022, to
August 1, 2022 associated with the Instagram accounts with the any of the
following identifiers:
Bethany Funke with identifier
Dylan Mortensen with identifier
Ethan Chapin with identifier
Xana Kernodle with identifier [ NIINENEGENGEGEGE
Kaylee Gonczlves with identifier '_

A previous warrant to Facebook requested the date range "August 1, 2022, to
November 20, 2022." Based on information obtained from Washington State
University, Bryan Kohberger moved to the Pullman, Washington on or about June
23, 2022. I requested both historical records and real time/provisional records
in order to determine if Kohberger had any interactions with the victims leading
up to the November 13, 2022 crime.

In attempting to serve the warrant, I found the identifier for Kernodle should
have been | i:hout the ". " Separator. I requested assistance for a
new warrant from the Latah County Prosecutor's Office for the correct account.

On March 30, 2023, the warrant was granted and signed by Magistrate Megan
Marshal with fourteen (14) days to serve the legal process. On April 3, 2023, at
approximately 1055 hours, the warrant was served via the Facebook Law
Enforcement Portal (https://www. facebook. con/records/). I received an email
shortly after the submission, confirming the receipt of the request and
assigning the internal reference

On May 9, 2023, I received an email from Meta stating the data requested
pursuant to the warrant was available to downlocad. I logged into the Law
Enforcement Portal and began downloading the files to the forensic computers
located in the secure forensic computer lab at the Moscow Police.Department.

I was able to downlocad the account data for:

/sds/app/force/uprt/lwsupl.x

013280

05/12/23




Supplemental Report 22-M09903 Page 2 of 2

However, the data files for _were not available. I ensured the

account was on the warrant served to Meta, and it was. I then went to verify the
account was listed in the online portal, which it was not. During service of the
warrant, the portal required me to list the accounts on the warrant. This
account did not get listed on the form I sent a follow-up response to Meta
asking for the data requested orn the warranc.

A warrant return receipt and affidavit were completed and these documents were
sent to the Latah County Prosecutor's Office to be returned to the court. A copy
of the receipt was sent to records@records. facebook.com as this was the
originating email address asscociated with the documents.

Det. Lawrence Mowery - 162
Wed May 10 10:33:13 PDT 2023

REVIEWED-Thu May 11 09:25:11 PDT 2023
CPL Payne #157

/sds/app/forcefuprt/lwsupl.x | 05/12/23

013281




Latah County Prosecuting Attorney
Supplemental Report 22-M 09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 196
Reporting Officer: Lawrence Mowery

Date: 15:51:37 05/11/23
Kohberger AT&T Data

Case # 22-M09903
Date: 5/3/2023

I was assigned the task of examining the Call Detail Records (CDRs) that were
obtained from AT&T pursuant to a warrant served by Cpl Brett Payne for the time
frame of November 12, 2022 at 0000 hours through November 14, 2022 at 0000 hours
PST. These records were requested for the account associated with the phone
number (509)592-8458, known the "8458 phone.”" This phone showed the subscriber
as Brian Kohberger.

I was specifically requested to examine the records showing connectivity to cell
towers between the hours of 0200 and 0600 PST (1000 and 1400 UTC), as this was
the timeframe surrounding the homicides at 1122 King Road. Although the records
contained records for voice, data, and SMS usage in the 48-hour data set, I only
located 27 data usage records in the specified timeframe.

To assist in mapping the location of the cellular towers and the direction of
their sector antennas I imported the data into CASTViz version # 30.0.0.

The 8458 phone connects with several different cell towers in Pullman,
Washington between 0200 hours and 0225 hours. The phone appears to be traveling

within or near the city of Pullman, Washington.

At 0242 hours the phone connects to a tower near North East Skyview Drive on the
Washington State University Campus.

At 0247 hours, the phone connected to a tower on Observation Drive on the
Washington State University Campus.

In continuing to examine the data, I found an approximately 2-hour period with
no interactions between the 8458 phone and the AT&T network between 0247 and
0448 hours.

The phone connects to a tower located near Paradise Ridge, south of Moscow,
Idaho at 0448 hours.

The phone connects with towers south of Moscow, Idaho, which is consistent with
travel back to Pullman, Washington utilizing towers along the route.

/sds/app/force/uprt/lwsupl.x1

013288

05/15/23




Supplemental Report 22-M09903 Page 2 of 2

From my training an experience, I know cellular devices can send and receive
data to cellular towers with the user's input (such as surfing the internet) or
without the user's input (system data). The normal reasons for a cellular device
to not show connections to a cellular tower are the device is not in range of
the tower's signal, the device is physically blocked from receiving/sending
(such as a faraday bag), the device is in airplane mode, or the device is
powered off.

I contacted AT&T Global Legal Demands Center and confirmed devices on the AT&T
network connect at least every 60 minutes, if no user connectivity is initiated

I verified the location of the several towers shown in CASTViz and confirmed
their locations with the data in the Call Detail Records.

Det. Lawrence Mowery - 162
Thu May 11 15:51:42 PDT 2023

REVIEWED-Fri May 12 08:18:15 PDT 2023
CPL Payne #157

/sds/app/force/uprt/lwsupl.x1 05/15/23
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Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 199

Reporting Officer: Lawrence Mowery
Date: 08:07:59 05/23/23

Google Linked Accounts Warrant

Case # 22-M09903
Date: 5/23/2023

On February 23, 2023, I applied for a warrant for any Gmail accounts linked to
Bryan Kohberger by recovery email, cookie, Android ID, Creation IP or phone
number associated with any of the following identifiers:
(509)592-8458
7312
bryanchristopherl1994@gmail. com
yewsirneighm@gmail. com
bk5781@desales. edu

On February 24, 2023, the warrant was granted and signed by Magistrate Megan
Marshal with 14 days to serve the legal process. On February 25, 2023, act
approximately 1635 hours, the warrant was served via the Google Law Enforcement
Portal (https://lers.google.com). I received an email shortly after the
submission, confirming the receipt of the request and assigning the internal

reference [N

On February 27, 2023, I received an email from Google stating the data requested
pursuant to the warrant was available to download. I was unavailable to download
the cdata, and requested assistance from Cpl Brett Payne. Cpl Payne logged into
the Law Enforcement Portal and began downloading the files and they were
retained at the Moscow Police Department.

A warrant return receipt and affidavit were completed by Cpl Payne and these
documents were sent to the Latah County Prosecutor's Office to be returned to
the court.

Det. Lawrence Mowery - 162
Tue May 23 08:08:03 PDT 2023

REVIEWED-Tue May 23 09:51:36 PDT 2023
CPL Payne #157

/sds/app/force/uprt/lwsup!.x1
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Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 200

Reporting Officer: Lawrence Mowery
Date: 08:09:51 05/23/23

Instagram Extended Warrant

Case # 22-M0S903
Date: 5/23/2023

On April 18, 2023, I applied for a warrant for user data from June 23, 2022, to
November 21, 2022 associated with the Instagram accounts with the any of the
following identifiers:

Xana Kernodle with identifier | NNENNNEGIGIGGEGEE

Madison Mogen with identifier _

A previous warrant to Facebook requested the date range "August 1, 2022, to
Nevember 20, 2022." Based on information obtained from Washington State
University, Bryan Kohberger moved to the Pullman, Washington on or about June
23, 2022. I requested both historical records and real time/provisional records
in order to determine if Kohberger had any interactions with the victims leading
up to the November 13, 2022 crime

In attempting to serve the previous warrant, I found the identifier for Kernodle
should have been _ without the "." Separator. I regquested
assistance for a new warrant from the Latah County Prosecutor's Office for the
correct account. The account for Mogen had not been previously requested

Cn April 19, 2023, the warrant was granted and signed by Magistrate Megan
Marsnhal with fourteen (14) days to serve the legal process. On April 20, 2023,
at approximately 0808 hours, the warrant was served via the Facebook Law
Enforcement Portal (https://www. facebook.com/records/). I received an email
shortly after the submission, confirming the receipt of the request and

assigning the internal reference _

On May 12, 2023, I received an email from Instagram stating the data requested
pursuant to the warrant was not available. It appears the user designation
was being considered part of the username. This occurred with the

request previously as well
A warrant return for no data and afficdavit were completed and these documents
were sent to the Latah County Prosecutor's Office to be returned to the court. A

new warrant with only the usernames will be requested.

Det. Lawrence Mowery - 162
Tue May 23 08:09:54 PDT 2023

/sds/app/force/uprt/lwsupl.x | 05/24/23
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Supplemental Report 22-M09903 Page 2 of 2

REVIEWED-Tue May 23 09:52: 50 PDT 2023
CPL Payne #157
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Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 201

Reporting Officer: Lawrence Mowery
Date: 11:49:25 05/24/23

TikTok Kohberger Warrant

Case # 22-M09903
Dace: 4/3/2023

On January 24, 2023, I applied for a warrant for the user subscriber information
and user data associated with TikTok account of Bryan Kohberger with the any of
the following identcifiers

BryanChrisctopherl994@gmail. com

yewsirneighm@gmail. com

bk5781Gdesales. edu

phone number (509) 592-8458

On January 25, 2023, the warrant was granted and signed by Magistrate Megan
Mershal with seven (7) days to serve the legal process. January 26, 2023, at
approximately 0830 hours, the warrant was served via the TikTok Law Enforcement
Portal (https://law-enforcement-tiktok-uscan. zendesk.con/). I received an email
shortly after the submission, confirming the receipt of the reguest and
assigning the internal reference

On March 3, 2023, I received an email from TikTok stating the data requested
pursuant to the warrant was available to downlocad. I logged into the Law

snforcement Portal and began downloading the files to the forensic computers
located in the secure forensic computer lab &t the Moscow Police Department.

The emzil received from TikTok also stated:

Please note that after a diligent search we are unable to locate any TikTok
accounts associated with the identifiers "yewsirneighm@gmail. com,
bk5781Ccdesales. edu, 5095928458"

In reviewing the contents, I found the account subscriber information of:
Username:

Signup Device: SM-S908U

Signup date: 11/18/2022 05:01:11PM (UTC +0QC

Signup IP:

Signup method: Google

Phone number: None

Email: bryanchristopherl1%94@gmail. com

/sds/app/force/upr/lwsupl.x| 05/26/23

013836




Supplemental Report 22-M09903 Page 2 of 2

In searching for the geclocation of the IP address “ I found it
returned to NordVPN out of Seattle, Washington. NordVPN had been located as an
installed app on Kohberger's phone.

No information was provided by TikTok regarding messages sent or received,
followers or following accounts, or user created content.

A warrant return receipt and affidavit were completed and these documents were
sent to the Latah County Prosecutor's Office to be returned to the court. A copy
of the receipt was sent to support@law-enforcemenc-tiktok-uscan. zendesk.com, as
this was the originating email address associated with the documents.

Det. Lawrence Mowery - 162
Wed May 24 11:49:39 PDT 2023

REVIEWED-Wed May 24 12:40:2% PDT 2023
CPL Payne #157

/sds/app/force/uprt/lwsupl.x | 05/26/23

013837




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 205

Reporting Officer: Lawrence Mowery
Date: 12:47:29 06/07/23

TMobile Extended Warrant

Case # 23-M09S03
Date: 6/7/2023

On March 30, 2023, I applied for a warrant
2022, to August 1, 2022 associated with the
the following identifiers:

T-Mobile Wireless Number: 4818

T-Moblile Wireless Number: 4782

A previous warrant to Snapchat requested the date range "August 1, 2022, to
November 20, 2022." Based on information obtained from Washington State
University, Bryan Kohberger moved to the Pullman, Washington on or about June
23, 2022. I requested both historical records and real time/provisional records

in order to determine 1f Kohberger had any interactions with the victims leading
up to the November 13, 2022 crime.

for Call Data Records from June 23,
T-Mobile accounts with the any of

Cn March 30, 2023, the warrant was granted and signed by Magistrate Megan
Marshal with fourteen (14) days to serve the legal process. On April 3, 2023, at
approximately 1049 hours, the warrant was served via the T-Mobile Law
Enforcement Email ( LERRecords@T-Mobile.com).

On May 30, 2023, I received an email from T-Mobile with the data requested
pursuant to the warrant was available to download. I downloaced the files to the
forensic computers located in the secure forensic computer lab at the Moscow
Police Department.

A warrant return receipt and affidavit were completed and these documents were
sent to the Latah County Prosecutor's Office to be returnec to the court. A copy
of the receipt was sent to LERRecords@T-Mobile.com, as this was the originating
email address associated with the documents

Det. Lawrence Mowery - 162
Wed Jun 07 12:47:36 PDT 2023

REVIEWED-Wed Jurn C7 13:11:30 PDT 2023
CPL Payne #157

/sdsfapp/force/uprt/lwsupl.x |

013902

06/07/23




Moscow Police Department
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 214

Reporting Officer: Lawrence Mowery
Date: 09:06:26 07/05/23

Facebook Warrant Additional

Case § 22-M08903
Date: 7/5/2023

On June 29, 2023, I received several emails from Facebook with a reference # of
These emzails stated:

Hello,

We became aware of an issue that may have affected our previous production of IP
addresses in this case. The updated IP records are now available for download.
Please rely on these updated records cgoing forward. We apologize for any
inconvenience this may have caused.

Thank you,

Law Enforcement Response Team

On July 5, 2023, 1 logged into the Facebook Law Enforcement Portal and
downloaded the files provided. These files were copied to the forensic computers
located in the secure forensic computer lab at the Moscow Police Department and
a copy was placed into evidence.

Det. Lawrence Mowery - 162
Wed Jul 05 09:06:32 PDT 2023

REVIEWED-Mon Jul 10 08:29:45 PDT 2023
CPL Payne #157

/sds/app/force/uprt/lwsupl.x2 07/19/23

014623




Moscow Police Department
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 216

Reporting Officer: Lawrence Mowery
Date: 13:21:04 07/05/23

Amazon Warrant Kohberger

Case # 22-M09903
Date: 7/5/2023

On April 26, 2023, I aprlied and was granted a warrant for data related to
Amazon purchases and click activity for of the following identifiers:
Bryan C XKohberger

Bryanchristopher1994Ggmail.com

Lk

On April 27, 2023, at approximately 1411 hours, the warrant was served via

https://ler.amazon.com/us. Forensic Account ||} «ich che Feceral

Bureau of Investigations assisted in the production and service of the warrants.

ater it was found the warrant was dated "March" instead of April. An amended
warrant was requested and granted. This warrant was served on May 10, 2023 at
approximately 0905 hours, with the assistance of Forensic Account

On June 27, 2023, I received an email from FA Douglass. The email was a response
from no-reply@ler.amazon.com stating the data was available to download. This
email from FA _ included the data return. A copy of the data was copied
to a DVD and placed into evidence.

I completed the warrant return receipt and affidavit. These documents were sent
to the Latah County Prosecutor's Office to be returned to the court. I also
emailed a copy of the receipt to Amazon (no-reply@ler.amazon.com), as this was
the originating email address associated with the documents.

Det. Lawrence Mowery - 162
Wed Jul 05 13:21:08 PDT 2023

REVIEWED-Mon Jul 10 08:32:50 PDT 2023
CPL Payne #157

/sds/app/force/uprt/lwsupl.x2 07/19/23

014625




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 221
Reporting Officer: Lawrence Mowery

Date: 10:09:36 07/25/23
Kohberger Paypal OneDrive

Case # 22-M09903
Date: 7/25/2023

In an attempt to locate further online accounts or online service providers
utilized by Bryan Kohberger, I began previewing the data forensically acquired
from the desktop computer seized from the residence of Bryan Kohberger, located
at 1630 NE vValley Road, Apartment 201, Pullman, Washington.

On this device I located references to both Paypal and OneDrive.

Paypal is a commonly used financial service and Paypal reports its services as a
"financial technology company operating an online payments system in the
majority of countries that support online money transfers, and serves as an
electronic alternative to traditional paper methods such as checks and money
orders." This service could be linked to additional accounts or show potential
transactions important to the case.

Internet artifacts were located on the computer with the following URLs
referring to Paypal:

https: //www. paypal. com/signin/authorize?ssoKey=e345e010ala44dd582767d34d5cd00da
https: //paypalcredit. syf. com/ESecuritySSOPayPal/PayPal/login. action

https: //www. paypal. com/ myaccount/money/flow-transfer/addBank/banks/new

OneDrive is owned by Microsoft and is reported by Microsoft to be "a file
hosting service operated by Microsoft. First launched in August 2007, it enables
registered users to share and synchronize their files. OneDrive also works as
the storage backend of the web version of Microsoft Office." This service could
be linked to additional accounts or show potential transactions important to the
case.

The OneDrive app appeared to be installed and set to autorun on the computer.
The program appeared to be installed at the following location on the computer:
C: \Program Files\Microsoft OneDrive\22.232.1106.0002

And appeared to be listed in the Startup Items folder:

C: \Program Files\Microsoft OneDrive\OneDrive. exe

The artifacts located showed OneDrive software was set to run after a
reboot/start of the computer. And the program appeared to be last run on
November 28, 2022.

/sds/app/force/uprt/lwsupl.x1

014721

07/28/23




Supplemental Report 22-M09903

Page 2 of 2

The URLs located seem to refer to a specific "resid":
https: //onedrive. live. com/View. aspx?resid=9E1D26621EA2350E! 947&wdEmbedFS=1&authk
ey=! ANKxRgwSUHfwXcQ
I sent an email to Microsoft in an attempt to clarify if the "resid” was a
unigue ‘identifier to the user's OneDrive account, but have not received a
respeonse at the time of this revort.
The OneDrive artifacts also included SharePoint links to URLs, which included
references té Washington State University:
https: //emailwsu-my. sharepoint. com/personal/bryan_kohberger wsu_edu/Documents
Microsoft states Sharepoint "empowers teamwork with dynamic and productive team
sites for every project team, department, and division. Share files, data, news,
and resources. Customize your site to streamline your team' s work. Ccllaborate
effortlessly and securely with team members inside and outside your
organization, across PCs, Macs, and mobile devices."
From my training and experience I know cloud-based storage, like OneDrive, can
contain files not located on local computers, hard drives, or other storage
media. These files could be created entirely online or moved to the cloud
storage and then deleted from the local device. Because of this, I am reqguesting
a warrant to Microsoft OneDrive to identify any accounts used by Kohberger and
request the located data within the account be provided to assist in the
investigation. This is to include all accounts linked by recovery email, cookie,
Microsoft IDs, creation IPs or phone numbers associated with these known
identifiers associated with Kohberger:
(509)592-8458
bryanchristopherl1994€gmail. com
yewsirneighm@gmail. com
bk5781lGdesales. edu
OneDrive ResID = 9E1D26621EA2350E

@wsu. edu
I also know the online payment service Paypal was referenced and appears to have
been utilized on the computer, I am requesting a warrant for Paypal for data
related to the following account identifiers, which have been previously known
to be used by Kohberger, between June 23, 2022 and December 31, 2022:
(508)592-8458
bryanchristopherl1%%4@gmail. com
yewsirneighm@gmail. com
bk5781fdesales. edu
Det. Lawrence Mowery - 162
Tue Jul 25 10:0%:43 PDT 2023
REVIEWED-Tue Jul 25 14:38:36 PDT 2023
CPL Payne #157
/sds/app/force/uprt/lwsupl.x | 07/28/23

014722




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 224

Reporting Officer: Lawrence Mowery

Date: 13:53:2008/01/23
Spotify Kohberger Warrant

Case # 23-M09S03
Datce: 8/1/2023

On July 25, 2023, I applied for a warrant for user data from June 1, 2022, to
present associated with the Spotify accounts with the any of the following
icentifiers:

BryanChristopherl994@gmail. com

vewsirneighm@gmail. com

bk5781G@desales. edu

(508) 592-8458

Based on information obtained from Washington State University, Bryan Kohberger
moved to the Pullman, Washington on or about June 23, 2022. I requested both
historical records and real time/provisional records in order to determine if
Kohberger had any interactions with the victims leading up to the November 13,
2022 crime.

On July 25, 2023, the warrant was granted and signed by Magistrate Megan Marshal
with fourteen (14) days to serve the legal process. At approximately 1406 hours,
the warrant was served via email (law-enforcement@spotify.com.}.

On July 26, 2023, I received an email from Spotify stating the data requested
pursuant to the warrant was not available

A warrant return and affidavit were completec and these documents were sent to
the Latah County Prosecutor's Office to be returned to the courrt.

Det. Lawrence Mowery - 162
Tue Aug 01 13:53:25 PDT 2023

REVIEWED-Tue Aug 01 15:02:5% PDT 2023
CPL Paynre #157

/sds/app/force/uprt/lwsupl.x1 08/04/23

014725




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 225

Reporting Officer: Lawrence Mowery
Date: 14:19:53 08/01/23

Paypal Kechberger Warrant

Case # 23-M0S903
Date: 8/1//2023

On July 24, 2023, I applied for a warrant for user data from June 22, 2022 to
December 31, 2022 associated with the Paypal accounts with the any of the
following identifiers:

(509) 592-8458

bryanchristopherl9%4@gmail. com

yewsirneighm@gmail. com

bk5781Gdesales. edu

On July 24, 2023, the warrant was granted and signed by Magistrate Megan Marshal
with fourteen (14) days to serve the legal process. On July 25, 2023, at

approximately 1133 hours, the warrant was served via the Paypal Law Enforcement
Portal { https:// https://safetyhub. paypal. comn/safetyhub/us/home). I received an

On August 1, 2023, I received an email from Paypal stating the data requested
pursuant to the warrant was available to download. I logged into the Law
enforcement Portal and began downloading the files to the forensic computers
located in the secure forensic computer lab at the Moscow Police Department.

A warrant return receipt and affidavit were completed and these documents were
sent to the Latah County Prosecutor's Office to be returned to the court. A copy
of the receipt was sent to servicelpaypal.com, as this was the originating email
address associated with the documents.

Det. Lawrence Mowery - 162
Tue Aug 01 14:19:59 PDT 2023

REVIEWED-Tue Aug 01 15:03:35 PDT 2023
CPL Payne #157

/sds/app/force/uprt/lwsupl.x1 08/04/23

014726




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 231

Reporting Officer: Lawrence Mowery
Date: 10:17:23 08/09/23

Youtube Kohberger Warrant

Case # 23-M09503
Date: 8/9/2023

On July 25, 2023, I applied for a warrant for user data from June 1, 2022, to
December 29, 2022 associated with the Youtube accounts with the any of the
following identifiers:

BryanChristopher1994Qgmail. com

yewsirneighm@gmail. com

bk5781Q@cesales. edu

(509) 592-8458

Based on information obtained from Washington State University, Bryan Kohberger
moved to the Pullman, Washington on or about June 23, 2022. I requested both
nistorical records and real time/provisional records in order to determine if
Konberger had any interactions with the victims leading up to the November 13,
2022 crime.

On July 25, 2023, the warrant was granted and signed by Magistrate Megan Marshal
with fourteen (14) days to serve the legal process. At approximately 1413 hours,
the warrant was served via Law Enforcement Portal (https://lers.coogle.com/). I

received an email shortly after the submission, confirming the receipt of the

request and assigning the internal reference _

On August 8, 2023, I received an email from Instagram stating the cata requested
pursuant to the warrant was available to download. On August 9, 2023, I logged
into the Law Enforcement Portal and began downloading the files to the forensic
computers located in the secure forensic computer lab at the Moscow Police
Department.

A warrant return receipt and affidavit were completed and these documents were
sent to the Latah County Prosecutor's Office to be returned to the court. A copy
of the receipt was sent to lers@google.com as this was the originating email

address associated with the documents.

Det. Lawrence Mowery - 162
Wed Aug 09 10:17:27 PDT 2023

fsds/app/force/uprt/lwsupl.x1 08/10/23

014814
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REVIEWED-Wed Aug 09 13:31:56 PDT 2023
CPL Payne #157

/sds/app/forcefuprt/lwsupl.x1 08/10/23

014815




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 234
Reporting Officer: Lawrence Mowery

Date: 08:45:44 08/16/23
Kohberger iCloud Download

Case # 22-M09%03
Date: 8/16/2023

On August 7, 2023, I was asked to download and decrypt the data files received
pursuant to the warrant served for the iCloud account associated with Bryan
Kohberger. Cpl Brett Payne forwarded me the emails from Apple with the download
link. On August 9, 2023, I was able to download the files and decrypt them using
the password provided from Apple.

These files were saved to the forensic computers located in the secure forensic
computer lab at the Moscow Police Department. Copies were placed into evidence
and provided to Cpl Payne for his investigation.

Det. Lawrence Mowery - 162
Wed Aug 16 08:45:57 PDT 2023

REVIEWED-Wed Aug 16 14:47:19 PDT 2023
CPL Payne #157

/sds/app/force/uprt/lwsupl.x1 08/18/23

014916




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 236
Reporting Officer: Lawrence Mowery

Date: 12:02:34 08/22/23
TikTok Multi2 Warrant

# 23-M09903
8/22/2023

On July 20, 2023, I applied for a warrant for user cdata from June 1, 2022, to
November 14, 2022 associated with the TikTok accounts with the any of the
foliowing identifiers:

Ethan Chapin’'s TikTok account with any of the following emzil address(es):

Ggmail. com, _@vandals. vidaho. edy; and/or phone number

Dylan Mortensen's TikTok account with any of the following email address{es):
Ggmail. com, -@icloud.com; and/or phone number | IEGNG::732;

Bethany Funke with any of the following email address(es):

-B@yahoo. com, and/or -(@gmail. com; and/or phone number
3185;

A previous warrant toc TikTok requested the data for Madison Mogen, Kaylee
Goncalves, and Xana Kernodle. Based on information obtained from Washington
State University, Bryan Kohberger moved to the Pullman, Washington on or about
June 23, 2022. I requested both historical records and real time/provisionzl
records in order to determine if Kohberger had any interactions with the victims
leading vp to the November 13, 2022 crime.

On July 24, 2023, the warrant was granted and signed by Magistrace Megan Marshal
with fourteen (14) days to serve the legal process. On July 25, 2023, at
approximately 1145 hours, the warrant was served via the TikTok Law Enforcement
Pertal { https://law-enforcement-tiktok-uscan. zendesk.com/). I received an email
shortly after the submission, confirming the receipt of the reguest and
assigning the internal reference

On August 17, 2023, I received an email from TikTok stating the data requested
pursuant to the warrant was available to download. In an accompanying email,
TikTok disclosed the following:

Please note that after a diligent search we are unable to locate any TikTok
accounts associated with the identifier _@gmail.com,

_é@vandals. uideho. edv, [ E¢Co~2il. con, N ¢782"

On August 22, 2023, I logged into the Law Enforcement Portal and began

/sds/app/force/uprt/lwsupl.x| 08/24/23

014960
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downloading the files to the forensic computers located in the secure forensic
computer lab at the Moscow Police Department.

A warrant return receipt and affidavit were completed and these documents were
sent to the Latah County Prosecutor's Office to be returned to the court. A copy
of the receipt was sent to support@law-enforcement-tiktok-uscan. zendesk.com, as
this was the originating email address associated with the documents.

Det. Lawrence Mowery - 162
Tue Aug 22 12:02:43 PDT 2023

REVIEWED-Tue Aug 22 15:07:55 PDT 2023
CPL Payne #157

/sds/app/force/uprt/lwsupl.x1 08/24/23

014961




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 238

Reporting Officer: Lawrence Mowery
Date: 09:12:07 08/24/23

OneDrive Kohberger Warrant

Case # 23-M09803
te: 8/24/2023

On July 20, 2023, I applied for a warrant for user date from January 1, 2022, to
December 30, 2022 associated with the Microsoft accounts with the any of the
following identifiers:

(508)592-8458

bryanchristopher1894Q@gmail. com

yewsirneighm@gmail. com

bk5781ledesales. edu

I . e

On July 25, 2023, the warrant was granted and signecd by Magistrate Megan Marshal
with fourteen (14) days to serve the legal process. At approximately 1420 hours,
the warrant was served via the Microsoft Law Enforcement Portal

(https: //leportal. microsoft.com/). I received an email shoxtly after the
submission, confirming the receipt of the request and assigning the internal

Or August 23, 2023, Cpl Payne received an email from Microsoft stating the data
requested pursuant to the warrant was available to download. Cpl Payne logged
into the Law Enforcement Portal and downlocaded the files. These files were
decrypted using the provided password and stored in the secure forensic computer
lab at the Moscow Police Department. A copy was placed into evidence

A warrant return receipt and affidavit were completed and these documents were
sent to the Latah County Prosecutor’'s Cffice to be returned to the court. A copy
of the receipt was sent to lensntfyl@microsoft.com, as this was the originating
email address associated with the documents.

Det. Lawrence Mowery - 162
Thu Aug 24 (09:12:15 PDT 2023

REVIEWED-Thu Aug 24 16:27:48 PDT 2023
CPL Payne #157

fsds/app/force/uprt/lwsupl.x | 08/25/23

014963




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 239

Reporting Officer: Lawrence Mowery
Date: 14:33:43 09/11/23

Instagram Extended Warrant

Case # 23-M09903
Date: ©/11/2023

On July 24, 2023, I applied for a warrant for user data from June 23, 2022, to
November 21, 2022 associated with the Instagram accounts with the any of the
following identifiers:

Xana Kernodle with identifier [HIININNNDEED
Madison Mogen with identifier
Kaylee Goncalves with identifier

A previous warrant to Facebook requested the date range "August 1, 2022, to
November 20, 2022." Based on information obtained from Washington State
Uriversity, Bryan Kohberger moved to the Pullman, Washirngton on or about June
23, 2022. I requested both historical records and real time/provisional records
in order to determirne if Kohberger had any interactions with the victims leading
up to the November 13, 2022 crime.

On July 24, 2023, the warrant was granted and signed by Magistrate Megan Marshal
with fourteen (14) days to serve the legal process. On July 25, 2023, at
approximately 1020 hours, the warrant was served via the Facekook Law
Enforcement Portal ( https://www. facebock. com/records/). I received an email
shortly after the submission, confirming the receipt of the request and
assigning the internal reference

On September 6, 2023, I received an email from Instagram stating the data
requested pursuant to the warrant was available to download. On September 11,
2023, I logged into the Law Enforcement Portal and began downloading the files
to the forensic computers located in the secure forensic computer lab at the
Moscow Police Department.

A warrant return receipt and affidavit were completed and these documents were
sent to the Latah County Prosecutor's Office tc be returned to the court. A copy
of the receipt was sent to records@records. facebook.com, as this was the
originating email address associated with the documents.

Det. Lawrence Mowery - 162
Mon Sep 11 14:33:53 PDT 2023

/sds/app/force/uprt/lwsupl.x! 09/15/23

015066
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REVIEWED-Mon Sep 11 16:38:22 PDT 2023
CPL Payne #157

/sds/app/force/uprt/lwsupl.x1 09/15/23

015067




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 249
Reporting Officer: Lawrence Mowery

Date: 15:20:14 10/30/23
Additional Video Downloads

Case# 22-M09903
Date: 10/25/2023

On October 17, 2023, I received an email from the Latah County Prosecutor's
Office in reference to downloading additional video from the security camera
seized from the residence located at 1112 King Road in Moscow, Idaho.

Previously video had been downloaded from the camera for the approximately time
frame of 0230 to 0430 hours on November 13, 2022. These videos were downloaded
and contained audio. Through different methods using forensically acquired data
from the camera's SDcard, additional videos were downloaded, however, they did
not include the audio.

I was requested to download videos, to include audio, from the approximate time
frames of 0445 to 1200 hours on November 13, 2022. Due to the fact the camera
light bulb connection was inadvertently broken previously, a repair to the
device to allow it to be powered on was needed. In the email received on October
17, 2023, Defense Counsel Anne Taylor provided approval of the repair. Prior
approval was provided by the Latah County Prosecutor's Office.

I was able to request and receive the camera and wireless router from evidence.
I was successful in replacing the light-bulb threaded connection with a standard
wall-plug to power the device. The device powered up and I was able to download
videos from 0445 hours to 1205 hours from the device. Upon reviewing the videos,
they appeared to contain audio.

The videos were saved to a forensic computer located in the secure Moscow Police
Department. These videos were concatenated using Axon Investigate ( formerly
called Input-Ace) version# 3.2.0. These files were placed onto Blu-Ray disks and
placed into evidence. I returned the camera and router to evidence after
resealing their respective containers.

Det. Lawrence Mowery - 162
Mon Oct 30 15:20:17 PDT 2023

REVIEWED-Mon Oct 30 16:17:29 PDT 2023
CPL Payne #157

/sds/app/force/uprt/lwsupl.x1 11/01/23

015296




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 251

Reporting Officer: Lawrence Mowery
Date: 15:56:39 11/27/23

Additional Response Facebook

Case # 22-M09903
Date: 11/27/2023

On November 22, 2023, I received two emails from Facebook in reference to Case #
The email stated:

We became aware of arn issue where a previous production associated with this

case may have been incomplete. The issue only impactecd Comments. The

supplemental records are now available for download.

On November 27, 2023, I logged into the Facebook Law Enforcement Portal and
downloaded the files related to Case These files were placec onto a
CD and placed into evidence. A copy was saved to the forensic computers located
at the Moscow Police Department.

Det. Lawrence Mowery - 162
Mon Nov 27 15:56:44 PST 2023

Reviewed-Tue Nov 28 09:10:56 PST 2023
CPL Payne #157

fsds/app/force/uprt/lwsupl.x | 11/29/23

015299




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 253

Reporting Officer: Lawrence Mowery
Date: 12:59:40 12/20/23

Additional Response Instagran

Case 4 22-M0SS03
Date: 12/20/2023

Between December 6, 2023 and December 14, 2023, I received several emails from
Facebook in reference to internal Cases [N, | -ano‘ I
The email stated

We became aware of an issue where & previous production associated with this
case may have been incomplete. The issue only impacted Comments. The
supplemental records are now available for download

I logged into the Facebook law Enforcement Portal and downloaded the files
related to the. These files were placed onto a CD and placed into evidence. A
copy was saved to the forensic computers located at the Moscow Police
Pepartment.

Det. Lawrence Mowery - 162
Wed Dec 20 12:59:45 PST 2023

REVIEWED-Wed Dec 20 15:25:44 PST 2023
CPL Payne #157

/sds/app/force/uprt/lwsupl.x | 12/21723

015301




Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 280

Reporting Officer: Lawrence Mowery
Date: 16:37:30 05/22/24

CastViz Working Files

Case: 22-MJ9903
Date: 5/23/2024

Previously, the Latah County Prosecutor's Office requested any CastViz session
logs pertaining to the phone number (509)5%2-8458. I did not locate, nor
remember creating, any session logs pertaining to the screenshots I created
previously using CastVIZ Version #30.0.0 as described in my previous report.

While preparing for the Motion to Comply Hearing, set for May 23, 2024, I found
the following files. They appear to be two .Zip files containing what appear to
be CastVIZ session files:

Kohberger 48 HR Records. zip

Kohberger Full Records. zip

I azlsoc located the following files with the session data files:
LocDBoR Near Crime Scene.csv

Working CDRs. xlsx

Export (1).kmz

I located emails from FBI Special Agent || oroviding me with the
files above.

In trying to open these session files in CastVIZ to verify them, I received an
errcr message. In reviewing the metadata, it showed the version of CastVIZ used
to create them was 28.0.0. In speaking with FBI Agent || -ho teaches
CastVIZ trainings, he informed me I would not be able to open a previous version
session file (28) in a newer version of the software { 30)

In examining the drawings. json file, I found references to 1122 King Road and
1630 NE Valley Road, Pullman, WA

Out of the abundance of caution, I placed these files into a folder named,
"CastvIiz."

I then located the folder in which the data I used for the CastViZ session where
I saved screenshots for exhibits. No sessicon files were located. The screen
shots created had a date of 4/19/2023.

Out of the abundance of caution, I placed these files into a folder named,
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"Mowery. "

These files were then place onto a DVD and put into evidence. I contacted the

Latah County Prosecutor and informed them of the records.

Det. Lawrence Mowery - 162

Thu May 23 08:08:52 PDT 2024

REVIEWED-Fri May 24 07:48:47 PDT 2024

CPL Payne #157

/sds/app/force/uprt/lwsupl.x1 06/11/24
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Latah County Prosecuting Attorney
Supplemental Report 22-M09903

SUPPLEMENTAL NARRATIVE:
Supplement number: 295

Reporting Officer: Lawrence Mowery
Date: 08:30:06 08/08/24

Devices to Evidence

Case: 22-M09903
Date: 8/8/2024

On July 22, 2024, I transferred four items, previously secured in the Moscow
Police Department digital forensic lab, to the MPD evidence room I received
these items from the FBI and they were placed into a secure storage area upon
receipt.

No further analysis or extractions were completed on the devices as the
extractions were previously completed by the FBI and that data had been placed
onto hard drives and provided separately.

These four items were listed as:

Samsung Phone belonging to Brian Kohberger

Samsung Hard drive belonging to Brian Kohberger

Samsung & Seagate Hard drives belonging to Brian Kohberger
Acer Laptop belonging to Brian Kohberger.

Det. Lawrence Mowery - 162
Thu Aug 08 08:30:14 PDT 2024

REVIEWED-Thu Aug 08 13:30:56 PDT 2024
CPL Payne #157
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